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Summary

CVE CVE-2017-12618

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-24 01:29:00 UTC

Updated 2018-10-31 10:29:00 UTC

Description Apache Portable Runtime Utility (APR-util) 1.6.0 and prior fail to validate the integrity of SDBM database files used by apr_sdbm*() functions, resulting in a possible out of bound read access. A local user with write access to the database can make a program or process using these functions crash, and cause a denial of service.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Portable Runtime Utility 0.9.1 All All All

Application Apache Portable Runtime Utility 0.9.10 All All All

Application Apache Portable Runtime Utility 0.9.11 All All All

Application Apache Portable Runtime Utility 0.9.12 All All All

Application Apache Portable Runtime Utility 0.9.13 All All All

Application Apache Portable Runtime Utility 0.9.14 All All All

Application Apache Portable Runtime Utility 0.9.15 All All All

Application Apache Portable Runtime Utility 0.9.16 All All All

Application Apache Portable Runtime Utility 0.9.17 All All All

Application Apache Portable Runtime Utility 0.9.18 All All All

Application Apache Portable Runtime Utility 0.9.19 All All All

Application Apache Portable Runtime Utility 0.9.2 All All All

Application Apache Portable Runtime Utility 0.9.20 All All All

Application Apache Portable Runtime Utility 0.9.3 All All All

Application Apache Portable Runtime Utility 0.9.4 All All All

Application Apache Portable Runtime Utility 0.9.5 All All All

Application Apache Portable Runtime Utility 0.9.6 All All All
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Application Apache Portable Runtime Utility 0.9.6 All All All

Application Apache Portable Runtime Utility 0.9.7 All All All

Application Apache Portable Runtime Utility 0.9.9 All All All

Application Apache Portable Runtime Utility 1.0.0 All All All

Application Apache Portable Runtime Utility 1.0.1 All All All

Application Apache Portable Runtime Utility 1.0.2 All All All

Application Apache Portable Runtime Utility 1.1.0 All All All

Application Apache Portable Runtime Utility 1.1.1 All All All

Application Apache Portable Runtime Utility 1.1.2 All All All

Application Apache Portable Runtime Utility 1.2.1 All All All

Application Apache Portable Runtime Utility 1.2.10 All All All

Application Apache Portable Runtime Utility 1.2.12 All All All

Application Apache Portable Runtime Utility 1.2.13 All All All

Application Apache Portable Runtime Utility 1.2.2 All All All

Application Apache Portable Runtime Utility 1.2.6 All All All

Application Apache Portable Runtime Utility 1.2.7 All All All

Application Apache Portable Runtime Utility 1.2.8 All All All

Application Apache Portable Runtime Utility 1.2.9 All All All

Application Apache Portable Runtime Utility 1.3.0 All All All

Application Apache Portable Runtime Utility 1.3.1 All All All

Application Apache Portable Runtime Utility 1.3.10 All All All

Application Apache Portable Runtime Utility 1.3.11 All All All

Application Apache Portable Runtime Utility 1.3.12 All All All

Application Apache Portable Runtime Utility 1.3.13 All All All

Application Apache Portable Runtime Utility 1.3.2 All All All

Application Apache Portable Runtime Utility 1.3.3 All All All

Application Apache Portable Runtime Utility 1.3.4 All All All

Application Apache Portable Runtime Utility 1.3.5 All All All

Application Apache Portable Runtime Utility 1.3.6 All All All

Application Apache Portable Runtime Utility 1.3.7 All All All

Application Apache Portable Runtime Utility 1.3.8 All All All

Application Apache Portable Runtime Utility 1.3.9 All All All

Application Apache Portable Runtime Utility 1.4.0 All All All

Application Apache Portable Runtime Utility 1.4.1 All All All

Application Apache Portable Runtime Utility 1.4.2 All All All

Application Apache Portable Runtime Utility 1.4.3 All All All
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Application Apache Portable Runtime Utility 1.5.0 All All All

Application Apache Portable Runtime Utility 1.5.1 All All All

Application Apache Portable Runtime Utility 1.5.2 All All All

Application Apache Portable Runtime Utility 1.5.3 All All All

Application Apache Portable Runtime Utility 1.5.4 All All All

Application Apache Portable Runtime Utility 1.5.5 All All All

Application Apache Portable Runtime Utility 1.6.0 All All All

Application Apache Portable Runtime Utility 0.9.1 All All All

Application Apache Portable Runtime Utility 0.9.10 All All All

Application Apache Portable Runtime Utility 0.9.11 All All All

Application Apache Portable Runtime Utility 0.9.12 All All All

Application Apache Portable Runtime Utility 0.9.13 All All All

Application Apache Portable Runtime Utility 0.9.14 All All All

Application Apache Portable Runtime Utility 0.9.15 All All All

Application Apache Portable Runtime Utility 0.9.16 All All All

Application Apache Portable Runtime Utility 0.9.17 All All All

Application Apache Portable Runtime Utility 0.9.18 All All All

Application Apache Portable Runtime Utility 0.9.19 All All All

Application Apache Portable Runtime Utility 0.9.2 All All All

Application Apache Portable Runtime Utility 0.9.20 All All All

Application Apache Portable Runtime Utility 0.9.3 All All All

Application Apache Portable Runtime Utility 0.9.4 All All All

Application Apache Portable Runtime Utility 0.9.5 All All All

Application Apache Portable Runtime Utility 0.9.6 All All All

Application Apache Portable Runtime Utility 0.9.7 All All All

Application Apache Portable Runtime Utility 0.9.9 All All All

Application Apache Portable Runtime Utility 1.0.0 All All All

Application Apache Portable Runtime Utility 1.0.1 All All All

Application Apache Portable Runtime Utility 1.0.2 All All All

Application Apache Portable Runtime Utility 1.1.0 All All All

Application Apache Portable Runtime Utility 1.1.1 All All All

Application Apache Portable Runtime Utility 1.1.2 All All All

Application Apache Portable Runtime Utility 1.2.1 All All All

Application Apache Portable Runtime Utility 1.2.10 All All All

Application Apache Portable Runtime Utility 1.2.12 All All All

Application Apache Portable Runtime Utility 1.2.13 All All All
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Application Apache Portable Runtime Utility 1.2.13 All All All

Application Apache Portable Runtime Utility 1.2.2 All All All

Application Apache Portable Runtime Utility 1.2.6 All All All

Application Apache Portable Runtime Utility 1.2.7 All All All

Application Apache Portable Runtime Utility 1.2.8 All All All

Application Apache Portable Runtime Utility 1.2.9 All All All

Application Apache Portable Runtime Utility 1.3.0 All All All

Application Apache Portable Runtime Utility 1.3.1 All All All

Application Apache Portable Runtime Utility 1.3.10 All All All

Application Apache Portable Runtime Utility 1.3.11 All All All

Application Apache Portable Runtime Utility 1.3.12 All All All

Application Apache Portable Runtime Utility 1.3.13 All All All

Application Apache Portable Runtime Utility 1.3.2 All All All

Application Apache Portable Runtime Utility 1.3.3 All All All

Application Apache Portable Runtime Utility 1.3.4 All All All

Application Apache Portable Runtime Utility 1.3.5 All All All

Application Apache Portable Runtime Utility 1.3.6 All All All

Application Apache Portable Runtime Utility 1.3.7 All All All

Application Apache Portable Runtime Utility 1.3.8 All All All

Application Apache Portable Runtime Utility 1.3.9 All All All

Application Apache Portable Runtime Utility 1.4.0 All All All

Application Apache Portable Runtime Utility 1.4.1 All All All

Application Apache Portable Runtime Utility 1.4.2 All All All

Application Apache Portable Runtime Utility 1.4.3 All All All

Application Apache Portable Runtime Utility 1.5.0 All All All

Application Apache Portable Runtime Utility 1.5.1 All All All

Application Apache Portable Runtime Utility 1.5.2 All All All

Application Apache Portable Runtime Utility 1.5.3 All All All

Application Apache Portable Runtime Utility 1.5.4 All All All

Application Apache Portable Runtime Utility 1.5.5 All All All

Application Apache Portable Runtime Utility 1.6.0 All All All

References

Reference

Apple macOS/OS X Multiple Remote Code Execution, Denial of Service, and Information Disclosure Attacks and Local Privilege Escalation Attacks - SecurityTracker

[Announce] Apache Portable Runtime APR 1.6.3, APR-util 1.6.1 and APR-iconv 1.2.2 Released
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[SECURITY] [DLA 1163-1] apr-util security update

Apache Portable Runtime Utility Local Out-of-Bounds Read Denial of Service Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |
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671655 EulerOS Security Update for apr-util (EulerOS-SA-2022-1704)
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https://www.cve.org/CVERecord?id=CVE-2017-12618
https://nvd.nist.gov/vuln/detail/CVE-2017-12618
http://cve.report/qid/671655
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2017-12618
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


