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Summary

CVE CVE-2017-12631

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-30 14:29:00 UTC

Updated 2023-11-07 02:38:00 UTC

Description Apache CXF Fediz ships with a number of container-specific plugins to enable WS-Federation for applications. A CSRF (Cross Style Request Forgery) style vulnerability has been found in the Spring 2, Spring 3 and Spring 4 plugins in versions before 1.4.3 and 1.3.3. The vulnerability can result in a security context that is set up using a malicious client's roles for the given enduser.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Cxf Fediz All All All All

Application Apache Cxf Fediz 1.4.0 All All All

Application Apache Cxf Fediz 1.4.1 All All All

Application Apache Cxf Fediz 1.4.2 All All All

Application Apache Cxf Fediz All All All All

Application Apache Cxf Fediz 1.4.0 All All All

Application Apache Cxf Fediz 1.4.1 All All All

Application Apache Cxf Fediz 1.4.2 All All All

References

Reference

[cxf-commits] 20210402 svn commit: r1073270 - in /websites/production/cxf/content: cache/main.pageCache security-advisories.data/CVE-2021-22696.txt.asc security-advisories.html
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[cxf-commits] 20210616 svn commit: r1075801 - in /websites/production/cxf/content: cache/main.pageCache index.html security-advisories.data/CVE-2021-30468.txt.asc security-advisories.html

cxf-user - Apache CXF Fediz 1.4.3 and 1.3.3 released with a new security advisory CVE-2017-12631
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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