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Source Priority

CVE CVE-2017-12652
State PUBLIC
Assigner cve@mitre.org

CVE Program / NVD first with legacy fallback

Published 2019-07-10 15:15:00 UTC
Updated 2023-11-07 02:38:00 UTC
Description libpng before 1.6.32 does not properly check the length of chunks against the user limit.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Libpng Libpng All All All All

Application Libpng Libpng All All All All

Application Netapp Active Ig Unified Manager - All All All

Reference Source Link Tay
libpng/ANNOUNCE at df7e9daeOc4aac63d55361e35709c864fa1b8363 - glennrp/libpng - GitHub  CONFIRM  github.com Re
support.f5.com/csp/article/K88124225 CONFIRM  support.f5.com
CVE-2017-12652 Libpng Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com
support.f5.com/csp/article/K88124225 CONFIRM  support.f5.com

libpng CVE-2017-12652 Security Bypass Vulnerability BID www.securityfocus.com  Thi
myF5 support.f5.com

CVE Program record CVE.ORG www.cve.org car
NVD vulnerability detail NVD nvd.nist.gov car
< e 0

No vendor comments have been submitted for this CVE.
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377482 Alibaba Cloud Linux Security Update for libpng (ALINUX2-SA-2020:0129)

754938 SUSE Enterprise Linux Security Update for libpng15 (SUSE-SU-2023:3799-1)
904822 Common Base Linux Mariner (CBL-Mariner) Security Update for syslinux (12446)

905072 Common Base Linux Mariner (CBL-Mariner) Security Update for syslinux (12654)
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