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Summary

CVE CVE-2017-12714

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-25 13:29:00 UTC

Updated 2019-10-09 23:23:00 UTC

Description Abbott Laboratories pacemakers manufactured prior to Aug 28, 2017 do not restrict or limit the number of correctly formatted "RF wake-up" commands that can be received, which may allow a nearby attacker to repeatedly send commands to reduce pacemaker battery life. CVSS v3 base score: 5.3, CVSS vector string: AV:A/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H. Abbott has developed a firmware update to help mitigate the identified vulnerabilities.

Risk And Classification

Problem Types: CWE-920

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Abbott Accent - All All All

Hardware Abbott Accent - All All All

Operating System Abbott Accent Firmware All All All All

Operating System Abbott Accent Firmware All All All All

Hardware Abbott Accent Mri - All All All

Hardware Abbott Accent Mri - All All All

Operating System Abbott Accent Mri Firmware All All All All

Operating System Abbott Accent Mri Firmware All All All All

Hardware Abbott Accent St - All All All

Hardware Abbott Accent St - All All All

Operating System Abbott Accent St Firmware All All All All

Operating System Abbott Accent St Firmware All All All All

Hardware Abbott Allure - All All All

Hardware Abbott Allure - All All All

Operating System Abbott Allure Firmware All All All All

Operating System Abbott Allure Firmware All All All All

Hardware Abbott Anthem - All All All
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Hardware Abbott Anthem - All All All

Hardware Abbott Anthem - All All All

Operating System Abbott Anthem Firmware All All All All

Operating System Abbott Anthem Firmware All All All All

Hardware Abbott Assurity - All All All

Hardware Abbott Assurity - All All All

Operating System Abbott Assurity Firmware All All All All

Operating System Abbott Assurity Firmware All All All All

Hardware Abbott Assurity Mri - All All All

Hardware Abbott Assurity Mri - All All All

Operating System Abbott Assurity Mri Firmware All All All All

Operating System Abbott Assurity Mri Firmware All All All All
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Reference Source Link

Abbott Laboratories’ Accent/Anthem, Accent MRI, Assurity/Allure, and Assurity MRI Pacemaker Vulnerabilities | ICS-CERT MISC ics-cert.us-cert.gov

Multiple Abbott Pacemakers Multiple Security Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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