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Summary

CVE CVE-2017-12737

State PUBLIC

Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-15 08:29:00 UTC

Updated 2017-11-30 18:55:00 UTC

Description An issue was discovered on Siemens SICAM RTUs SM-2556 COM Modules with the firmware variants ENOS00, ERAC00, ETA2, ETLS00, MODi00, and DNPi00. The integrated web server (port 80/tcp) of the affected devices could allow unauthenticated remote attackers to obtain sensitive device information over the network.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens Sm-2556 - All All All

Hardware Siemens Sm-2556 - All All All

Operating System Siemens Sm-2556 Firmware dnpi00 All All All

Operating System Siemens Sm-2556 Firmware enos00 All All All

Operating System Siemens Sm-2556 Firmware erac00 All All All

Operating System Siemens Sm-2556 Firmware eta2 All All All

Operating System Siemens Sm-2556 Firmware etls00 All All All

Operating System Siemens Sm-2556 Firmware modi00 All All All

Operating System Siemens Sm-2556 Firmware dnpi00 All All All

Operating System Siemens Sm-2556 Firmware enos00 All All All

Operating System Siemens Sm-2556 Firmware erac00 All All All

Operating System Siemens Sm-2556 Firmware eta2 All All All

Operating System Siemens Sm-2556 Firmware etls00 All All All

Operating System Siemens Sm-2556 Firmware modi00 All All All
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Siemens CONFIRM www.siemens.com Mitigation, Vendor Advisory

Multiple Siemens SICAM RTU Products Multiple Security Vulnerabilities BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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