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CVE CVE-2017-1274
State PUBLIC
Assigner psirt@us.ibom.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-25 18:59:00 UTC
Updated 2019-05-10 17:29:00 UTC
Description IBM Domino 8.5.3, and 9.0 is vulnerable to a stack based overflow in the IMAP service that could allow an authenticated ati

/ |
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ibm Domino 8.5.3 All All All
Application Ibm Domino 8.5.3.6 All All All
Application Ibm Domino 9.0.0.0 All All All
Application Ibm Domino 9.0.1 All All All
Application Ibm Domino 9.0.1.8 All All All
Application Ibm Domino 8.5.3 All All All
Application Ibm Domino 8.5.3.6 All All All
Application Ibm Domino 9.0.0.0 All All All
Application Ibm Domino 9.0.1 All All All
Application Iom Domino 9.0.1.8 All All All
Reference Source

IBM Security Bulletin: IBM Domino server IMAP EXAMINE command stack buffer overflow (CVE-2017-1274) - United States CONFIRM
Lotus Domino 8.5.3 EXAMINE Stack Buffer Overflow ~ Packet Storm MISC
RETIRED: IBM Domino CVE-2017-1274 Stack Buffer Overflow Vulnerability BID
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IBM Domino IMAP Buffer Overflow Lets Remote Authenticated Users Execute Arbitrary Code - Security Tracker SECTRACK

Vulnerability Note VU#676632 - IBM Lotus Domino server mailbox name stack buffer overflow CERT-VN
CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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