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Summary

CVE CVE-2017-12754

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-09 15:29:00 UTC

Updated 2020-05-27 19:00:00 UTC

Description Stack buffer overflow in httpd in Asuswrt-Merlin firmware 380.67_0RT-AC5300 and earlier for ASUS devices and ASUS firmware for ASUS RT-AC5300, RT_AC1900P, RT-AC68U, RT-AC68P, RT-AC88U, RT-AC66U, RT-AC66U_B1, RT-AC58U, RT-AC56U, RT-AC55U, RT-AC52U, RT-AC51U, RT-N18U, RT-N66U, RT-N56U, RT-AC3200, RT-AC3100, RT_AC1200GU, RT_AC1200G, RT-AC1200, RT-AC53, RT-N12HP, RT-N12HP_B1, RT-N12D1, RT-N12+, RT_N12+_PRO, RT-N16, and RT-N300 devices allows remote attackers to execute arbitrary code on the router by sending a crafted http GET request packet that includes a long delete_offline_client parameter in the url.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Asuswrt-merlin Asuswrt-merlin All All All All

Hardware Asuswrt-merlin Rt-ac1200 - All All All

Hardware Asuswrt-merlin Rt-ac1200 - All All All

Hardware Asuswrt-merlin Rt-ac3100 - All All All

Hardware Asuswrt-merlin Rt-ac3100 - All All All

Hardware Asuswrt-merlin Rt-ac3200 - All All All

Hardware Asuswrt-merlin Rt-ac3200 - All All All

Hardware Asuswrt-merlin Rt-ac51u - All All All

Hardware Asuswrt-merlin Rt-ac51u - All All All

Hardware Asuswrt-merlin Rt-ac52u - All All All

Hardware Asuswrt-merlin Rt-ac52u - All All All

Hardware Asuswrt-merlin Rt-ac53 - All All All

Hardware Asuswrt-merlin Rt-ac53 - All All All

Hardware Asuswrt-merlin Rt-ac5300 - All All All

Hardware Asuswrt-merlin Rt-ac5300 - All All All

Hardware Asuswrt-merlin Rt-ac55u - All All All

Hardware Asuswrt-merlin Rt-ac55u - All All All
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Hardware Asuswrt-merlin Rt-ac55u - All All All

Hardware Asuswrt-merlin Rt-ac56u - All All All

Hardware Asuswrt-merlin Rt-ac56u - All All All

Hardware Asuswrt-merlin Rt-ac58u - All All All

Hardware Asuswrt-merlin Rt-ac58u - All All All

Hardware Asuswrt-merlin Rt-ac66u - All All All

Hardware Asuswrt-merlin Rt-ac66u - All All All

Hardware Asuswrt-merlin Rt-ac66u B1 - All All All

Hardware Asuswrt-merlin Rt-ac66u B1 - All All All

Hardware Asuswrt-merlin Rt-ac68p - All All All

Hardware Asuswrt-merlin Rt-ac68p - All All All

Hardware Asuswrt-merlin Rt-ac68u - All All All

Hardware Asuswrt-merlin Rt-ac68u - All All All

Hardware Asuswrt-merlin Rt-ac88u - All All All

Hardware Asuswrt-merlin Rt-ac88u - All All All

Hardware Asuswrt-merlin Rt-n12 - All All All

Hardware Asuswrt-merlin Rt-n12d1 - All All All

Hardware Asuswrt-merlin Rt-n12d1 - All All All

Hardware Asuswrt-merlin Rt-n12hp - All All All

Hardware Asuswrt-merlin Rt-n12hp - All All All

Hardware Asuswrt-merlin Rt-n12hp B1 - All All All

Hardware Asuswrt-merlin Rt-n12hp B1 - All All All

Hardware Asuswrt-merlin Rt-n12 - All All All

Hardware Asuswrt-merlin Rt-n12 - All All All

Hardware Asuswrt-merlin Rt-n16 - All All All

Hardware Asuswrt-merlin Rt-n16 - All All All

Hardware Asuswrt-merlin Rt-n18u - All All All

Hardware Asuswrt-merlin Rt-n18u - All All All

Hardware Asuswrt-merlin Rt-n300 - All All All

Hardware Asuswrt-merlin Rt-n300 - All All All

Hardware Asuswrt-merlin Rt-n56u - All All All

Hardware Asuswrt-merlin Rt-n56u - All All All

Hardware Asuswrt-merlin Rt-n66u - All All All

Hardware Asuswrt-merlin Rt-n66u - All All All

Hardware Asuswrt-merlin Rt Ac1200g - All All All

Hardware Asuswrt-merlin Rt Ac1200g - All All All
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Hardware Asuswrt-merlin Rt Ac1200gu - All All All

Hardware Asuswrt-merlin Rt Ac1200gu - All All All

Hardware Asuswrt-merlin Rt Ac1900p - All All All

Hardware Asuswrt-merlin Rt Ac1900p - All All All

Hardware Asuswrt-merlin Rt N12 Pro - All All All

Hardware Asuswrt-merlin Rt N12 Pro - All All All

Hardware Asuswrt-merlin Rt N12 Pro - All All All

References

Reference Source

Changelog 380.xx | Asuswrt-Merlin CONFIRM

Wireless-Router-Vulnerability/Asus_DeleteOfflineClientOverflow.txt at master · coincoin7/Wireless-Router-Vulnerability · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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