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CVE CVE-2017-12814
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-28 01:29:00 UTC
Updated 2020-07-15 03:15:00 UTC
Description Stack-based buffer overflow in the CPerlHost::Add method in win32/perlhost.h in Perl before 5.24.3-RC1 and 5.26.x before

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

Application Perl Perl 5.26.0 All All All

Application Perl Perl 5.26.0 All All All

Application Perl Perl All All All All

Reference Source Link Tags

Malformed Request BID www.securityfocus.com  Third Party Advisonr
perl5.git.perl.org Git CONFIRM  perl5.git.perl.org Release Notes, Ver
Oracle Critical Patch Update Advisory - July 2020 MISC www.oracle.com

October 2017 Perl Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

perl5.git.perl.org Git CONFIRM  perl5.git.perl.org Release Notes, Ver
Bug #131665 for perl5: [CVE-2017-12814]Perl $ENV Key Stack Buffer Overflow CONFIRM rt.perl.org Exploit, Patch, Venc
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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https://cve.report/CVE-2017-12814/cve_org
https://cve.report/api/cve/CVE-2017-12814.json
https://cve.report/CVE-2017-12814.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://cve.report/vendor/perl
http://cve.report/software/perl/perl
http://www.securityfocus.com/bid/101051
https://perl5.git.perl.org/perl.git/log/refs/tags/v5.26.1-RC1
https://www.oracle.com/security-alerts/cpujul2020.html
https://security.netapp.com/advisory/ntap-20180426-0001/
https://perl5.git.perl.org/perl.git/log/refs/tags/v5.24.3-RC1
https://rt.perl.org/Public/Bug/Display.html?id=131665
https://www.cve.org/CVERecord?id=CVE-2017-12814
https://nvd.nist.gov/vuln/detail/CVE-2017-12814

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

375696 Stack-based buffer overflow Vulnerability in Active And Strawberry Perl
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