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CVE CVE-2017-12820
State PUBLIC
Assigner vulnerability@kaspersky.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-04 01:29:00 UTC
Updated 2018-05-11 01:29:00 UTC
Description Arbitrary memory read from controlled memory pointer in Gemalto's HASP SRM, Sentinel HASP and Sentinel LDK product:

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Sentinel Sentinel Ldk Rte Firmware All All All All
Reference

Siemens Building Technologies Products (Update A) | CISA

Gemalto Sentinel License Manager Multiple Security Vulnerabilities

KLCERT-17-006: Sentinel LDK RTE: Arbitrary memory read from controlled memory pointer leads to remote denial of service | Kaspersky ICS
cert-portal.siemens.com/productcert/pdf/ssa-727467 .pdf

CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590561 GE Common Licensing Multiple Vulnerabilities (GED SecComm 18-02)

590593 GE Common Licensing Multiple Vulnerabilities (GED SecComm 18-02)
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