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Summary

CVE CVE-2017-12861

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-10 13:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description The Epson "EasyMP" software is designed to remotely stream a users computer to supporting projectors.These devices are authenticated using a unique 4-digit code, displayed on-screen - ensuring only those who can view it are streaming.All Epson projectors supporting the "EasyMP" software are vulnerable to a brute-force vulnerability, allowing any attacker on the network to remotely control and stream to the vulnerable device

Risk And Classification

Problem Types: CWE-521

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Epson Easymp 2.86 All All All

Application Epson Easymp 2.86 All All All

References

Reference Source Link

Epson Vulnerability: EasyMP Projector Takeover (CVE-2017-12860 / CVE-2017-12861) - Rhino Security Labs MISC rhinosecuritylabs.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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