VE-2017-12

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2017-12865
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2017-08-29 16:29:00 UTC
Updated 2020-03-05 19:23:00 UTC
Description Stack-based buffer overflow in "dnsproxy.c" in connman 1.34 and earlier allows remote attackers to cause a denial of servic

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Intel Connman All All All All

References |
Reference Sourc

ConnMan: Multiple vulnerabilities (GLSA 201812-02) — Gentoo security

Debian -- Security Information -- DSA-3956-1 connman

Buffer overflow in ConnMan Project connection manager daemon version 1.34 and earlier | 01.org
connman/connman.git - Connection Manager

connman 'src/dnsproxy.c' Stack Based Buffer Overflow Vulnerability

New loT Device Vulnerability "ConnManDo"

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.
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https://cve.report/
https://cve.report/CVE-2017-12865/mitre
https://cve.report/CVE-2017-12865/nist
https://cve.report/CVE-2017-12865/cve_org
https://cve.report/CVE-2017-12865.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/intel
http://cve.report/software/intel/connman
https://bugzilla.redhat.com/show_bug.cgi?id=1483720
https://security.gentoo.org/glsa/201812-02
http://www.debian.org/security/2017/dsa-3956
https://01.org/security/intel-oss-10001/intel-oss-10001
https://git.kernel.org/pub/scm/network/connman/connman.git/commit/?id=5c281d182ecdd0a424b64f7698f32467f8f67b71
http://www.securityfocus.com/bid/100498
https://www.nri-secure.com/blog/new-iot-vulnerability-connmando
https://www.cve.org/CVERecord?id=CVE-2017-12865
https://nvd.nist.gov/vuln/detail/CVE-2017-12865

Legacy QID Mappings
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