=

CVE-201/-1287

MITRE NVD

CVE.ORG Print: PDF %5

CVE CVE-2017-12877
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-28 19:29:00 UTC
Updated 2021-04-28 18:12:00 UTC
Description Use-after-free vulnerability in the Destroylmage function in image.c in ImageMagick before 7.0.6-6 allows remote attackers
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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 17.10 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Imagemagick Imagemagick All All All All
Application Imagemagick Imagemagick All All All All

References

Reference

Debian -- Security Information -- DSA-4040-1 imagemagick
Debian -- Security Information -- DSA-4074-1 imagemagick
oss-security - imagemagick: use-after-free in Destroylmage (image.c)
USN-3681-1: ImageMagick vulnerabilities | Ubuntu security notices
imagemagick: use-after-free in Destroylmage (image.c) | agostino's blog
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www.openwall.corr
usn.ubuntu.com
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security.gentoo.org
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710460 Gentoo Linux ImageMagick Multiple Vulnerabilities (GLSA 201711-07)
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