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CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2017-1289

PUBLIC

psirt@us.ibom.com

CVE Program / NVD first with legacy fallback
2017-05-22 20:29:00 UTC

2018-01-05 02:31:00 UTC

IBM SDK, Java Technology Edition is vulnerable XML External Entity Injection (XXE) error when processing XML data. A re
| i

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Iom Sdk All service_refresh_16_fp41 All All
Ibm Sdk All service_refresh_8_fp41 All All
Ibm Sdk All service_refresh_10_fp1 All All
Ibom Sdk All service_refresh_4_fp1 All All
Ibm Sdk All service_refresh_4_fp2 All All

References

Reference Source Link Tags
IBM Java SDK CVE-2017-1289 XML External Entity Injection Vulnerability BID www.securityfocus.com  Third Par
Red Hat Customer Portal REDHAT  access.redhat.com

Red Hat Customer Portal REDHAT  access.redhat.com

Security Bulletin: Multiple vulnerabilities may affect IBM® SDK, Java™ Technology Edition CONFIRM  www.ibm.com Patch, Ve
Red Hat Customer Portal REDHAT  access.redhat.com

Red Hat Customer Portal REDHAT  access.redhat.com

CVE Program record CVE.ORG www.cve.org canonica
NVD vulnerability detail NVD nvd.nist.gov canonica
‘ |
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http://cve.report/software/ibm/sdk
http://cve.report/vendor/ibm
http://cve.report/software/ibm/sdk
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http://cve.report/software/ibm/sdk
http://www.securityfocus.com/bid/98401
https://access.redhat.com/errata/RHSA-2017:1221
https://access.redhat.com/errata/RHSA-2017:1220
https://www.ibm.com/support/docview.wss?uid=swg22002169
https://access.redhat.com/errata/RHSA-2017:3453
https://access.redhat.com/errata/RHSA-2017:1222
https://www.cve.org/CVERecord?id=CVE-2017-1289
https://nvd.nist.gov/vuln/detail/CVE-2017-1289

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

376056 IBM Cognos Analytics Multiple Vulnerabilities (566643)
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