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ext/standard/var_unserializer.re in PHP 7.0.x through 7.0.22 and 7.1.x through 7.1.8 is prone to a heap use after free while
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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Php Php 7.0.0 All All All
Php Php 7.0.1 All All All
Php Php 7.0.10 All All All
Php Php 7.0.11 All All All
Php Php 7.0.12 All All All
Php Php 7.0.13 All All All
Php Php 7.0.14 All All All
Php Php 7.0.15 All All All
Php Php 7.0.16 All All All
Php Php 7.017 All All All
Php Php 7.0.18 All All All
Php Php 7.0.19 All All All
Php Php 7.0.2 All All All
Php Php 7.0.20 All All Al
Php Php 7.0.21 All All All
Php Php 7.0.22 All All All
Php Php 7.0.3 All All All
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Application Php Php 7.0.7 All All All

Application Php Php 7.0.8 All All All

Application Php Php 7.0.9 All All All

Application Php Php 7.1.0 All All All

Application Php Php 714 All All All

Application Php Php 71.2 All All All

Application Php Php 7.1.3 All All All

Application Php Php 7.1.4 All All All

Application Php Php 7.1.5 All All All

Application Php Php 7.1.6 All All All

Application Php Php 71.7 All All All

Application Php Php 7.1.8 All All All

Reference Source Link Tags

Debian -- Security Information -- DSA-4080-1 php7.0 DEBIAN www.debian.org

PHP: Multiple vulnerabilities (GLSA 201709-21) — Gentoo security GENTOO  security.gentoo.org

PHP: PHP 7 Changelog CONFIRM  php.net Release Notes,
PHP 'ext/standard/var_unserializer.re' Heap Based Buffer Overflow Vulnerability BID www.securityfocus.com  Third Party Advi
Fixed bug #74103 and bug #75054 - php/php-src@1a23ebc - GitHub CONFIRM  github.com Patch, Third Pai
Red Hat Customer Portal REDHAT  access.redhat.com

PHP :: Sec Bug #74103 :: heap-use-after-free when unserializing invalid array size  ~ CONFIRM  bugs.php.net Issue Tracking,
Red Hat Customer Portal REDHAT  access.redhat.com

September 2017 PHP Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analy
4

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710414 Gentoo Linux Hypertext Preprocessor (PHP) Multiple Vulnerabilities (GLSA 201709-21)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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