CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-201/7-12939

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2017-12939

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2017-08-18 13:29:00 UTC

2017-09-13 01:29:00 UTC

A Remote Code Execution vulnerability was identified in all Windows versions of Unity Editor, e.g., before 5.3.8p2, 5.4.x be’
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Microsoft Windows All All All All
Microsoft Windows All All All All
Unity3d Unity Editor 2017.1.0 All All All
Unity3d Unity Editor 5.3.8 All All All
Unity3d Unity Editor 5.4.0 All All All
Unity3d Unity Editor 5.4.1 All All All
Unity3d Unity Editor 5.4.2 All All All
Unity3d Unity Editor 543 All All All
Unity3d Unity Editor 5.4.4 All All All
Unity3d Unity Editor 5.5.0 All All All
Unity3d Unity Editor 5.5.1 All All All
Unity3d Unity Editor 5.5.2 All All All
Unity3d Unity Editor 5.5.3 All All All
Unity3d Unity Editor 5.6.0 All All All
Unity3d Unity Editor 5.6.1 All All All
Unity3d Unity Editor 5.6.2 All All All
Unity3d Unity Editor 2017.1.0 All All All
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Application Unity3d Unity Editor 5.3.8 All All All

Application Unity3d Unity Editor 5.4.0 All All All

Application Unity3d Unity Editor 5.4.1 All All All

Application Unity3d Unity Editor 5.4.2 All All All

Application Unity3d Unity Editor 5.4.3 All All All

Application Unity3d Unity Editor 5.4.4 All All All

Application Unity3d Unity Editor 5.5.0 All All All

Application Unity3d Unity Editor 5.5.1 All All All

Application Unity3d Unity Editor 55.2 All All All

Application Unity3d Unity Editor 55.3 All All All

Application Unity3d Unity Editor 5.6.0 All All All

Application Unity3d Unity Editor 5.6.1 All All All

Application Unity3d Unity Editor 5.6.2 All All All

Reference Source Link Tags

Rio na Twitterze: "FY1 its a vulnerability | reported.” MISC twitter.com

Unity - Unity Security CONFIRM  unity3d.com Patch, Vendor Advi
Unity Editor CVE-2017-12939 Unspecified Remote Code Execution Vulnerability BID www.securityfocus.com  Third Party Advisor
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
< G|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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