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Summary

CVE CVE-2017-12973

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-20 16:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description Nimbus JOSE+JWT before 4.39 proceeds improperly after detection of an invalid HMAC in authenticated AES-CBC decryption, which allows attackers to conduct a padding oracle attack.

Risk And Classification

Problem Types: CWE-354

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Connect2id Nimbus Jose Jwt 1.0 All All All

Application Connect2id Nimbus Jose Jwt 1.1 All All All

Application Connect2id Nimbus Jose Jwt 1.10 All All All

Application Connect2id Nimbus Jose Jwt 1.11 All All All

Application Connect2id Nimbus Jose Jwt 1.12 All All All

Application Connect2id Nimbus Jose Jwt 1.2 All All All

Application Connect2id Nimbus Jose Jwt 1.3 All All All

Application Connect2id Nimbus Jose Jwt 1.4 All All All

Application Connect2id Nimbus Jose Jwt 1.5 All All All

Application Connect2id Nimbus Jose Jwt 1.6 All All All

Application Connect2id Nimbus Jose Jwt 1.7 All All All

Application Connect2id Nimbus Jose Jwt 1.8 All All All

Application Connect2id Nimbus Jose Jwt 1.9 All All All

Application Connect2id Nimbus Jose Jwt 1.9.1 All All All

Application Connect2id Nimbus Jose Jwt 2.0 All All All

Application Connect2id Nimbus Jose Jwt 2.0.1 All All All

Application Connect2id Nimbus Jose Jwt 2.1 All All All
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Application Connect2id Nimbus Jose Jwt 2.1 All All All

Application Connect2id Nimbus Jose Jwt 2.1.1 All All All

Application Connect2id Nimbus Jose Jwt 2.10 All All All

Application Connect2id Nimbus Jose Jwt 2.10.1 All All All

Application Connect2id Nimbus Jose Jwt 2.11.0 All All All

Application Connect2id Nimbus Jose Jwt 2.12.0 All All All

Application Connect2id Nimbus Jose Jwt 2.13.0 All All All

Application Connect2id Nimbus Jose Jwt 2.13.1 All All All

Application Connect2id Nimbus Jose Jwt 2.14 All All All

Application Connect2id Nimbus Jose Jwt 2.15 All All All

Application Connect2id Nimbus Jose Jwt 2.15.1 All All All

Application Connect2id Nimbus Jose Jwt 2.15.2 All All All

Application Connect2id Nimbus Jose Jwt 2.16 All All All

Application Connect2id Nimbus Jose Jwt 2.17 All All All

Application Connect2id Nimbus Jose Jwt 2.17.1 All All All

Application Connect2id Nimbus Jose Jwt 2.17.2 All All All

Application Connect2id Nimbus Jose Jwt 2.18 All All All

Application Connect2id Nimbus Jose Jwt 2.18.1 All All All

Application Connect2id Nimbus Jose Jwt 2.18.2 All All All

Application Connect2id Nimbus Jose Jwt 2.19 All All All

Application Connect2id Nimbus Jose Jwt 2.19.1 All All All

Application Connect2id Nimbus Jose Jwt 2.2 All All All

Application Connect2id Nimbus Jose Jwt 2.20 All All All

Application Connect2id Nimbus Jose Jwt 2.21 All All All

Application Connect2id Nimbus Jose Jwt 2.22 All All All

Application Connect2id Nimbus Jose Jwt 2.22.1 All All All

Application Connect2id Nimbus Jose Jwt 2.23 All All All

Application Connect2id Nimbus Jose Jwt 2.24 All All All

Application Connect2id Nimbus Jose Jwt 2.25 All All All

Application Connect2id Nimbus Jose Jwt 2.26 All All All

Application Connect2id Nimbus Jose Jwt 2.26.1 All All All

Application Connect2id Nimbus Jose Jwt 2.3 All All All

Application Connect2id Nimbus Jose Jwt 2.4 All All All

Application Connect2id Nimbus Jose Jwt 2.5 All All All

Application Connect2id Nimbus Jose Jwt 2.6 All All All

Application Connect2id Nimbus Jose Jwt 2.7 All All All
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Application Connect2id Nimbus Jose Jwt 2.8 All All All

Application Connect2id Nimbus Jose Jwt 2.9 All All All

Application Connect2id Nimbus Jose Jwt 3.0 All All All

Application Connect2id Nimbus Jose Jwt 3.1 All All All

Application Connect2id Nimbus Jose Jwt 3.1.1 All All All

Application Connect2id Nimbus Jose Jwt 3.1.2 All All All

Application Connect2id Nimbus Jose Jwt 3.10 All All All

Application Connect2id Nimbus Jose Jwt 3.2 All All All

Application Connect2id Nimbus Jose Jwt 3.2.1 All All All

Application Connect2id Nimbus Jose Jwt 3.2.2 All All All

Application Connect2id Nimbus Jose Jwt 3.3 All All All

Application Connect2id Nimbus Jose Jwt 3.4 All All All

Application Connect2id Nimbus Jose Jwt 3.5 All All All

Application Connect2id Nimbus Jose Jwt 3.6 All All All

Application Connect2id Nimbus Jose Jwt 3.7 All All All

Application Connect2id Nimbus Jose Jwt 3.8 All All All

Application Connect2id Nimbus Jose Jwt 3.8.1 All All All

Application Connect2id Nimbus Jose Jwt 3.8.2 All All All

Application Connect2id Nimbus Jose Jwt 3.9 All All All

Application Connect2id Nimbus Jose Jwt 3.9.1 All All All

Application Connect2id Nimbus Jose Jwt 3.9.2 All All All

Application Connect2id Nimbus Jose Jwt 4.0 All All All

Application Connect2id Nimbus Jose Jwt 4.0.1 All All All

Application Connect2id Nimbus Jose Jwt 4.1 All All All

Application Connect2id Nimbus Jose Jwt 4.1.1 All All All

Application Connect2id Nimbus Jose Jwt 4.10 All All All

Application Connect2id Nimbus Jose Jwt 4.11 All All All

Application Connect2id Nimbus Jose Jwt 4.11.1 All All All

Application Connect2id Nimbus Jose Jwt 4.11.2 All All All

Application Connect2id Nimbus Jose Jwt 4.12 All All All

Application Connect2id Nimbus Jose Jwt 4.13 All All All

Application Connect2id Nimbus Jose Jwt 4.13.1 All All All

Application Connect2id Nimbus Jose Jwt 4.14 All All All

Application Connect2id Nimbus Jose Jwt 4.15 All All All

Application Connect2id Nimbus Jose Jwt 4.15.1 All All All

Application Connect2id Nimbus Jose Jwt 4.16 All All All
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Application Connect2id Nimbus Jose Jwt 4.16 All All All

Application Connect2id Nimbus Jose Jwt 4.16.1 All All All

Application Connect2id Nimbus Jose Jwt 4.16.2 All All All

Application Connect2id Nimbus Jose Jwt 4.17 All All All

Application Connect2id Nimbus Jose Jwt 4.18 All All All

Application Connect2id Nimbus Jose Jwt 4.19 All All All

Application Connect2id Nimbus Jose Jwt 4.2 All All All

Application Connect2id Nimbus Jose Jwt 4.20 All All All

Application Connect2id Nimbus Jose Jwt 4.21 All All All

Application Connect2id Nimbus Jose Jwt 4.22 All All All

Application Connect2id Nimbus Jose Jwt 4.23 All All All

Application Connect2id Nimbus Jose Jwt 4.24 All All All

Application Connect2id Nimbus Jose Jwt 4.25 All All All

Application Connect2id Nimbus Jose Jwt 4.26 All All All

Application Connect2id Nimbus Jose Jwt 4.26.1 All All All

Application Connect2id Nimbus Jose Jwt 4.27 All All All

Application Connect2id Nimbus Jose Jwt 4.27.1 All All All

Application Connect2id Nimbus Jose Jwt 4.28 All All All

Application Connect2id Nimbus Jose Jwt 4.29 All All All

Application Connect2id Nimbus Jose Jwt 4.3 All All All

Application Connect2id Nimbus Jose Jwt 4.3.1 All All All

Application Connect2id Nimbus Jose Jwt 4.30 All All All

Application Connect2id Nimbus Jose Jwt 4.31 All All All

Application Connect2id Nimbus Jose Jwt 4.31.1 All All All

Application Connect2id Nimbus Jose Jwt 4.32 All All All

Application Connect2id Nimbus Jose Jwt 4.33 All All All

Application Connect2id Nimbus Jose Jwt 4.34 All All All

Application Connect2id Nimbus Jose Jwt 4.34.1 All All All

Application Connect2id Nimbus Jose Jwt 4.34.2 All All All

Application Connect2id Nimbus Jose Jwt 4.35 All All All

Application Connect2id Nimbus Jose Jwt 4.36.1 All All All

Application Connect2id Nimbus Jose Jwt 4.37 All All All

Application Connect2id Nimbus Jose Jwt 4.37.1 All All All

Application Connect2id Nimbus Jose Jwt 4.38 All All All

Application Connect2id Nimbus Jose Jwt 4.4 All All All

Application Connect2id Nimbus Jose Jwt 4.5 All All All
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Application Connect2id Nimbus Jose Jwt 4.6 All All All

Application Connect2id Nimbus Jose Jwt 4.7 All All All

Application Connect2id Nimbus Jose Jwt 4.8 All All All

Application Connect2id Nimbus Jose Jwt 4.9 All All All

Application Connect2id Nimbus Jose Jwt 1.0 All All All

Application Connect2id Nimbus Jose Jwt 1.1 All All All

Application Connect2id Nimbus Jose Jwt 1.10 All All All

Application Connect2id Nimbus Jose Jwt 1.11 All All All

Application Connect2id Nimbus Jose Jwt 1.12 All All All

Application Connect2id Nimbus Jose Jwt 1.2 All All All

Application Connect2id Nimbus Jose Jwt 1.3 All All All

Application Connect2id Nimbus Jose Jwt 1.4 All All All

Application Connect2id Nimbus Jose Jwt 1.5 All All All

Application Connect2id Nimbus Jose Jwt 1.6 All All All

Application Connect2id Nimbus Jose Jwt 1.7 All All All

Application Connect2id Nimbus Jose Jwt 1.8 All All All

Application Connect2id Nimbus Jose Jwt 1.9 All All All

Application Connect2id Nimbus Jose Jwt 1.9.1 All All All

Application Connect2id Nimbus Jose Jwt 2.0 All All All

Application Connect2id Nimbus Jose Jwt 2.0.1 All All All

Application Connect2id Nimbus Jose Jwt 2.1 All All All

Application Connect2id Nimbus Jose Jwt 2.1.1 All All All

Application Connect2id Nimbus Jose Jwt 2.10 All All All

Application Connect2id Nimbus Jose Jwt 2.10.1 All All All

Application Connect2id Nimbus Jose Jwt 2.11.0 All All All

Application Connect2id Nimbus Jose Jwt 2.12.0 All All All

Application Connect2id Nimbus Jose Jwt 2.13.0 All All All

Application Connect2id Nimbus Jose Jwt 2.13.1 All All All

Application Connect2id Nimbus Jose Jwt 2.14 All All All

Application Connect2id Nimbus Jose Jwt 2.15 All All All

Application Connect2id Nimbus Jose Jwt 2.15.1 All All All

Application Connect2id Nimbus Jose Jwt 2.15.2 All All All

Application Connect2id Nimbus Jose Jwt 2.16 All All All

Application Connect2id Nimbus Jose Jwt 2.17 All All All

Application Connect2id Nimbus Jose Jwt 2.17.1 All All All
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connect2id / Nimbus-JOSE-JWT / issues / #223 - AESCBC return immediately on invalid HMAC — Bitbucket CONFIRM bitbucket.org Third Party Advisory

Bitbucket CONFIRM bitbucket.org Release Notes, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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