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Summary

CVE CVE-2017-12974

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-20 16:29:00 UTC

Updated 2023-11-07 02:38:00 UTC

Description Nimbus JOSE+JWT before 4.36 proceeds with ECKey construction without ensuring that the public x and y coordinates are on the specified curve, which allows attackers to conduct an Invalid Curve Attack in environments where the JCE provider lacks the applicable curve validation.

Risk And Classification

Problem Types: CWE-347

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Connect2id Nimbus Jose Jwt 1.0 All All All

Application Connect2id Nimbus Jose Jwt 1.1 All All All

Application Connect2id Nimbus Jose Jwt 1.10 All All All

Application Connect2id Nimbus Jose Jwt 1.11 All All All

Application Connect2id Nimbus Jose Jwt 1.12 All All All

Application Connect2id Nimbus Jose Jwt 1.2 All All All

Application Connect2id Nimbus Jose Jwt 1.3 All All All

Application Connect2id Nimbus Jose Jwt 1.4 All All All

Application Connect2id Nimbus Jose Jwt 1.5 All All All

Application Connect2id Nimbus Jose Jwt 1.6 All All All

Application Connect2id Nimbus Jose Jwt 1.7 All All All

Application Connect2id Nimbus Jose Jwt 1.8 All All All

Application Connect2id Nimbus Jose Jwt 1.9 All All All

Application Connect2id Nimbus Jose Jwt 1.9.1 All All All

Application Connect2id Nimbus Jose Jwt 2.0 All All All

Application Connect2id Nimbus Jose Jwt 2.0.1 All All All

Application Connect2id Nimbus Jose Jwt 2.1 All All All
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Application Connect2id Nimbus Jose Jwt 2.1 All All All

Application Connect2id Nimbus Jose Jwt 2.1.1 All All All

Application Connect2id Nimbus Jose Jwt 2.10 All All All

Application Connect2id Nimbus Jose Jwt 2.10.1 All All All

Application Connect2id Nimbus Jose Jwt 2.11.0 All All All

Application Connect2id Nimbus Jose Jwt 2.12.0 All All All

Application Connect2id Nimbus Jose Jwt 2.13.0 All All All

Application Connect2id Nimbus Jose Jwt 2.13.1 All All All

Application Connect2id Nimbus Jose Jwt 2.14 All All All

Application Connect2id Nimbus Jose Jwt 2.15 All All All

Application Connect2id Nimbus Jose Jwt 2.15.1 All All All

Application Connect2id Nimbus Jose Jwt 2.15.2 All All All

Application Connect2id Nimbus Jose Jwt 2.16 All All All

Application Connect2id Nimbus Jose Jwt 2.17 All All All

Application Connect2id Nimbus Jose Jwt 2.17.1 All All All

Application Connect2id Nimbus Jose Jwt 2.17.2 All All All

Application Connect2id Nimbus Jose Jwt 2.18 All All All

Application Connect2id Nimbus Jose Jwt 2.18.1 All All All

Application Connect2id Nimbus Jose Jwt 2.18.2 All All All

Application Connect2id Nimbus Jose Jwt 2.19 All All All

Application Connect2id Nimbus Jose Jwt 2.19.1 All All All

Application Connect2id Nimbus Jose Jwt 2.2 All All All

Application Connect2id Nimbus Jose Jwt 2.20 All All All

Application Connect2id Nimbus Jose Jwt 2.21 All All All

Application Connect2id Nimbus Jose Jwt 2.22 All All All

Application Connect2id Nimbus Jose Jwt 2.22.1 All All All

Application Connect2id Nimbus Jose Jwt 2.23 All All All

Application Connect2id Nimbus Jose Jwt 2.24 All All All

Application Connect2id Nimbus Jose Jwt 2.25 All All All

Application Connect2id Nimbus Jose Jwt 2.26 All All All

Application Connect2id Nimbus Jose Jwt 2.26.1 All All All

Application Connect2id Nimbus Jose Jwt 2.3 All All All

Application Connect2id Nimbus Jose Jwt 2.4 All All All

Application Connect2id Nimbus Jose Jwt 2.5 All All All

Application Connect2id Nimbus Jose Jwt 2.6 All All All

Application Connect2id Nimbus Jose Jwt 2.7 All All All
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Application Connect2id Nimbus Jose Jwt 2.8 All All All

Application Connect2id Nimbus Jose Jwt 2.9 All All All

Application Connect2id Nimbus Jose Jwt 3.0 All All All

Application Connect2id Nimbus Jose Jwt 3.1 All All All

Application Connect2id Nimbus Jose Jwt 3.1.1 All All All

Application Connect2id Nimbus Jose Jwt 3.1.2 All All All

Application Connect2id Nimbus Jose Jwt 3.10 All All All

Application Connect2id Nimbus Jose Jwt 3.2 All All All

Application Connect2id Nimbus Jose Jwt 3.2.1 All All All

Application Connect2id Nimbus Jose Jwt 3.2.2 All All All

Application Connect2id Nimbus Jose Jwt 3.3 All All All

Application Connect2id Nimbus Jose Jwt 3.4 All All All

Application Connect2id Nimbus Jose Jwt 3.5 All All All

Application Connect2id Nimbus Jose Jwt 3.6 All All All

Application Connect2id Nimbus Jose Jwt 3.7 All All All

Application Connect2id Nimbus Jose Jwt 3.8 All All All

Application Connect2id Nimbus Jose Jwt 3.8.1 All All All

Application Connect2id Nimbus Jose Jwt 3.8.2 All All All

Application Connect2id Nimbus Jose Jwt 3.9 All All All

Application Connect2id Nimbus Jose Jwt 3.9.1 All All All

Application Connect2id Nimbus Jose Jwt 3.9.2 All All All

Application Connect2id Nimbus Jose Jwt 4.0 All All All

Application Connect2id Nimbus Jose Jwt 4.0.1 All All All

Application Connect2id Nimbus Jose Jwt 4.1 All All All

Application Connect2id Nimbus Jose Jwt 4.1.1 All All All

Application Connect2id Nimbus Jose Jwt 4.10 All All All

Application Connect2id Nimbus Jose Jwt 4.11 All All All

Application Connect2id Nimbus Jose Jwt 4.11.1 All All All

Application Connect2id Nimbus Jose Jwt 4.11.2 All All All

Application Connect2id Nimbus Jose Jwt 4.12 All All All

Application Connect2id Nimbus Jose Jwt 4.13 All All All

Application Connect2id Nimbus Jose Jwt 4.13.1 All All All

Application Connect2id Nimbus Jose Jwt 4.14 All All All

Application Connect2id Nimbus Jose Jwt 4.15 All All All

Application Connect2id Nimbus Jose Jwt 4.15.1 All All All

Application Connect2id Nimbus Jose Jwt 4.16 All All All
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Application Connect2id Nimbus Jose Jwt 4.16 All All All

Application Connect2id Nimbus Jose Jwt 4.16.1 All All All

Application Connect2id Nimbus Jose Jwt 4.16.2 All All All

Application Connect2id Nimbus Jose Jwt 4.17 All All All

Application Connect2id Nimbus Jose Jwt 4.18 All All All

Application Connect2id Nimbus Jose Jwt 4.19 All All All

Application Connect2id Nimbus Jose Jwt 4.2 All All All

Application Connect2id Nimbus Jose Jwt 4.20 All All All

Application Connect2id Nimbus Jose Jwt 4.21 All All All

Application Connect2id Nimbus Jose Jwt 4.22 All All All

Application Connect2id Nimbus Jose Jwt 4.23 All All All

Application Connect2id Nimbus Jose Jwt 4.24 All All All

Application Connect2id Nimbus Jose Jwt 4.25 All All All

Application Connect2id Nimbus Jose Jwt 4.26 All All All

Application Connect2id Nimbus Jose Jwt 4.26.1 All All All

Application Connect2id Nimbus Jose Jwt 4.27 All All All

Application Connect2id Nimbus Jose Jwt 4.27.1 All All All

Application Connect2id Nimbus Jose Jwt 4.28 All All All

Application Connect2id Nimbus Jose Jwt 4.29 All All All

Application Connect2id Nimbus Jose Jwt 4.3 All All All

Application Connect2id Nimbus Jose Jwt 4.3.1 All All All

Application Connect2id Nimbus Jose Jwt 4.30 All All All

Application Connect2id Nimbus Jose Jwt 4.31 All All All

Application Connect2id Nimbus Jose Jwt 4.31.1 All All All

Application Connect2id Nimbus Jose Jwt 4.32 All All All

Application Connect2id Nimbus Jose Jwt 4.33 All All All

Application Connect2id Nimbus Jose Jwt 4.34 All All All

Application Connect2id Nimbus Jose Jwt 4.34.1 All All All

Application Connect2id Nimbus Jose Jwt 4.34.2 All All All

Application Connect2id Nimbus Jose Jwt 4.35 All All All

Application Connect2id Nimbus Jose Jwt 4.4 All All All

Application Connect2id Nimbus Jose Jwt 4.5 All All All

Application Connect2id Nimbus Jose Jwt 4.6 All All All

Application Connect2id Nimbus Jose Jwt 4.7 All All All

Application Connect2id Nimbus Jose Jwt 4.8 All All All

Application Connect2id Nimbus Jose Jwt 4.9 All All All
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Application Connect2id Nimbus Jose Jwt 1.0 All All All

Application Connect2id Nimbus Jose Jwt 1.1 All All All

Application Connect2id Nimbus Jose Jwt 1.10 All All All

Application Connect2id Nimbus Jose Jwt 1.11 All All All

Application Connect2id Nimbus Jose Jwt 1.12 All All All

Application Connect2id Nimbus Jose Jwt 1.2 All All All

Application Connect2id Nimbus Jose Jwt 1.3 All All All

Application Connect2id Nimbus Jose Jwt 1.4 All All All

Application Connect2id Nimbus Jose Jwt 1.5 All All All

Application Connect2id Nimbus Jose Jwt 1.6 All All All

Application Connect2id Nimbus Jose Jwt 1.7 All All All

Application Connect2id Nimbus Jose Jwt 1.8 All All All

Application Connect2id Nimbus Jose Jwt 1.9 All All All

Application Connect2id Nimbus Jose Jwt 1.9.1 All All All

Application Connect2id Nimbus Jose Jwt 2.0 All All All

Application Connect2id Nimbus Jose Jwt 2.0.1 All All All

Application Connect2id Nimbus Jose Jwt 2.1 All All All

Application Connect2id Nimbus Jose Jwt 2.1.1 All All All

Application Connect2id Nimbus Jose Jwt 2.10 All All All

Application Connect2id Nimbus Jose Jwt 2.10.1 All All All

Application Connect2id Nimbus Jose Jwt 2.11.0 All All All

Application Connect2id Nimbus Jose Jwt 2.12.0 All All All

Application Connect2id Nimbus Jose Jwt 2.13.0 All All All

Application Connect2id Nimbus Jose Jwt 2.13.1 All All All

Application Connect2id Nimbus Jose Jwt 2.14 All All All

Application Connect2id Nimbus Jose Jwt 2.15 All All All

Application Connect2id Nimbus Jose Jwt 2.15.1 All All All

Application Connect2id Nimbus Jose Jwt 2.15.2 All All All

Application Connect2id Nimbus Jose Jwt 2.16 All All All

Application Connect2id Nimbus Jose Jwt 2.17 All All All

Application Connect2id Nimbus Jose Jwt 2.17.1 All All All

Application Connect2id Nimbus Jose Jwt 2.17.2 All All All

Application Connect2id Nimbus Jose Jwt 2.18 All All All

Application Connect2id Nimbus Jose Jwt 2.18.1 All All All

Application Connect2id Nimbus Jose Jwt 2.18.2 All All All
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Reference Source Link

connect2id / Nimbus-JOSE-JWT / issues / #217 - Explicit check for EC public key on curve in ECDSASigner — Bitbucket CONFIRM bitbucket.org

Pony Mail! MLIST lists.apache.org

connect2id / Nimbus-JOSE-JWT / commit / f3a7a801f0c6 — Bitbucket CONFIRM bitbucket.org

Bitbucket CONFIRM bitbucket.org

Pony Mail! lists.apache.org
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