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Summary

CVE CVE-2017-1301

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-05 17:29:00 UTC

Updated 2017-10-25 20:03:00 UTC

Description IBM Spectrum Protect 7.1 and 8.1 could allow a local attacker to launch a symlink attack. IBM Spectrum Protect Backup-archive Client creates temporary files insecurely. A local attacker could exploit this vulnerability by creating a symbolic link from a temporary file to various files on the system, which could allow the attacker to overwrite arbitrary files on the system with elevated privileges. IBM X-Force ID: 125163.

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Tivoli Storage Manager 6.1 All All All

Application Ibm Tivoli Storage Manager 6.1.0 All All All

Application Ibm Tivoli Storage Manager 6.1.1 All All All

Application Ibm Tivoli Storage Manager 6.1.2 All All All

Application Ibm Tivoli Storage Manager 6.1.3 All All All

Application Ibm Tivoli Storage Manager 6.1.4 All All All

Application Ibm Tivoli Storage Manager 6.1.5 All All All

Application Ibm Tivoli Storage Manager 6.1.5.4 All All All

Application Ibm Tivoli Storage Manager 6.1.5.5 All All All

Application Ibm Tivoli Storage Manager 6.1.5.6 All All All

Application Ibm Tivoli Storage Manager 6.2.0 All All All

Application Ibm Tivoli Storage Manager 6.2.1 All All All

Application Ibm Tivoli Storage Manager 6.2.2 All All All

Application Ibm Tivoli Storage Manager 6.2.3 All All All

Application Ibm Tivoli Storage Manager 6.2.4 All All All

Application Ibm Tivoli Storage Manager 6.3 All All All

Application Ibm Tivoli Storage Manager 6.3.0.15 All All All
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Application Ibm Tivoli Storage Manager 6.3.0.15 All All All

Application Ibm Tivoli Storage Manager 6.3.0.17 All All All

Application Ibm Tivoli Storage Manager 6.3.0.5 All All All

Application Ibm Tivoli Storage Manager 6.3.1 All All All

Application Ibm Tivoli Storage Manager 6.3.1.2 All All All

Application Ibm Tivoli Storage Manager 6.3.2.2 All All All

Application Ibm Tivoli Storage Manager 6.3.3 All All All

Application Ibm Tivoli Storage Manager 6.3.4 All All All

Application Ibm Tivoli Storage Manager 6.3.5 All All All

Application Ibm Tivoli Storage Manager 6.3.5.1 All All All

Application Ibm Tivoli Storage Manager 6.3.6 All All All

Application Ibm Tivoli Storage Manager 6.3.6.100 All All All

Application Ibm Tivoli Storage Manager 6.4.1 All All All

Application Ibm Tivoli Storage Manager 6.4.1.0 All All All

Application Ibm Tivoli Storage Manager 6.4.2 All All All

Application Ibm Tivoli Storage Manager 6.4.2.100 All All All

Application Ibm Tivoli Storage Manager 6.4.2.200 All All All

Application Ibm Tivoli Storage Manager 6.4.2.500 All All All

Application Ibm Tivoli Storage Manager 6.4.2.600 All All All

Application Ibm Tivoli Storage Manager 6.4.3 All All All

Application Ibm Tivoli Storage Manager 6.4.3.1 All All All

Application Ibm Tivoli Storage Manager 7.1 All All All

Application Ibm Tivoli Storage Manager 7.1..5.100 All All All

Application Ibm Tivoli Storage Manager 7.1.0.1 All All All

Application Ibm Tivoli Storage Manager 7.1.0.2 All All All

Application Ibm Tivoli Storage Manager 7.1.0.3 All All All

Application Ibm Tivoli Storage Manager 7.1.1 All All All

Application Ibm Tivoli Storage Manager 7.1.1.1 All All All

Application Ibm Tivoli Storage Manager 7.1.1.100 All All All

Application Ibm Tivoli Storage Manager 7.1.1.2 All All All

Application Ibm Tivoli Storage Manager 7.1.1.200 All All All

Application Ibm Tivoli Storage Manager 7.1.1.300 All All All

Application Ibm Tivoli Storage Manager 7.1.3 All All All

Application Ibm Tivoli Storage Manager 7.1.3.000 All All All

Application Ibm Tivoli Storage Manager 7.1.3.1 All All All

Application Ibm Tivoli Storage Manager 7.1.3.100 All All All
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Application Ibm Tivoli Storage Manager 7.1.3.2 All All All

Application Ibm Tivoli Storage Manager 7.1.4 All All All

Application Ibm Tivoli Storage Manager 7.1.4.1 All All All

Application Ibm Tivoli Storage Manager 7.1.4.2 All All All

Application Ibm Tivoli Storage Manager 7.1.5 All All All

Application Ibm Tivoli Storage Manager 7.1.5.200 All All All

Application Ibm Tivoli Storage Manager 7.1.6 All All All

Application Ibm Tivoli Storage Manager 7.1.6.6 All All All

Application Ibm Tivoli Storage Manager 8.1.0 All All All

Application Ibm Tivoli Storage Manager 8.1.0.2 All All All

Application Ibm Tivoli Storage Manager 6.1 All All All

Application Ibm Tivoli Storage Manager 6.1.0 All All All

Application Ibm Tivoli Storage Manager 6.1.1 All All All

Application Ibm Tivoli Storage Manager 6.1.2 All All All

Application Ibm Tivoli Storage Manager 6.1.3 All All All

Application Ibm Tivoli Storage Manager 6.1.4 All All All

Application Ibm Tivoli Storage Manager 6.1.5 All All All

Application Ibm Tivoli Storage Manager 6.1.5.4 All All All

Application Ibm Tivoli Storage Manager 6.1.5.5 All All All

Application Ibm Tivoli Storage Manager 6.1.5.6 All All All

Application Ibm Tivoli Storage Manager 6.2.0 All All All

Application Ibm Tivoli Storage Manager 6.2.1 All All All

Application Ibm Tivoli Storage Manager 6.2.2 All All All

Application Ibm Tivoli Storage Manager 6.2.3 All All All

Application Ibm Tivoli Storage Manager 6.2.4 All All All

Application Ibm Tivoli Storage Manager 6.3 All All All

Application Ibm Tivoli Storage Manager 6.3.0.15 All All All

Application Ibm Tivoli Storage Manager 6.3.0.17 All All All

Application Ibm Tivoli Storage Manager 6.3.0.5 All All All

Application Ibm Tivoli Storage Manager 6.3.1 All All All

Application Ibm Tivoli Storage Manager 6.3.1.2 All All All

Application Ibm Tivoli Storage Manager 6.3.2.2 All All All

Application Ibm Tivoli Storage Manager 6.3.3 All All All

Application Ibm Tivoli Storage Manager 6.3.4 All All All

Application Ibm Tivoli Storage Manager 6.3.5 All All All

Application Ibm Tivoli Storage Manager 6.3.5.1 All All All

http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager
http://cve.report/vendor/ibm
http://cve.report/software/ibm/tivoli_storage_manager


Application Ibm Tivoli Storage Manager 6.3.5.1 All All All

Application Ibm Tivoli Storage Manager 6.3.6 All All All

Application Ibm Tivoli Storage Manager 6.3.6.100 All All All

Application Ibm Tivoli Storage Manager 6.4.1 All All All

Application Ibm Tivoli Storage Manager 6.4.1.0 All All All

Application Ibm Tivoli Storage Manager 6.4.2 All All All

Application Ibm Tivoli Storage Manager 6.4.2.100 All All All

Application Ibm Tivoli Storage Manager 6.4.2.200 All All All

Application Ibm Tivoli Storage Manager 6.4.2.500 All All All

Application Ibm Tivoli Storage Manager 6.4.2.600 All All All

Application Ibm Tivoli Storage Manager 6.4.3 All All All

Application Ibm Tivoli Storage Manager 6.4.3.1 All All All

Application Ibm Tivoli Storage Manager 7.1 All All All

Application Ibm Tivoli Storage Manager 7.1..5.100 All All All

Application Ibm Tivoli Storage Manager 7.1.0.1 All All All

Application Ibm Tivoli Storage Manager 7.1.0.2 All All All

Application Ibm Tivoli Storage Manager 7.1.0.3 All All All

Application Ibm Tivoli Storage Manager 7.1.1 All All All

Application Ibm Tivoli Storage Manager 7.1.1.1 All All All

Application Ibm Tivoli Storage Manager 7.1.1.100 All All All

Application Ibm Tivoli Storage Manager 7.1.1.2 All All All

Application Ibm Tivoli Storage Manager 7.1.1.200 All All All

Application Ibm Tivoli Storage Manager 7.1.1.300 All All All

Application Ibm Tivoli Storage Manager 7.1.3 All All All

Application Ibm Tivoli Storage Manager 7.1.3.000 All All All

Application Ibm Tivoli Storage Manager 7.1.3.1 All All All

Application Ibm Tivoli Storage Manager 7.1.3.100 All All All

Application Ibm Tivoli Storage Manager 7.1.3.2 All All All

Application Ibm Tivoli Storage Manager 7.1.4 All All All

Application Ibm Tivoli Storage Manager 7.1.4.1 All All All

Application Ibm Tivoli Storage Manager 7.1.4.2 All All All

Application Ibm Tivoli Storage Manager 7.1.5 All All All

Application Ibm Tivoli Storage Manager 7.1.5.200 All All All

Application Ibm Tivoli Storage Manager 7.1.6 All All All

Application Ibm Tivoli Storage Manager 7.1.6.6 All All All

Application Ibm Tivoli Storage Manager 8.1.0 All All All
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Application Ibm Tivoli Storage Manager 8.1.0.2 All All All

References

Reference

IBM Spectrum Protect CVE-2017-1301 Insecure Temporary File Creation Vulnerability

IBM X-Force Exchange

Security Bulletin: IBM Spectrum Protect (formerly Tivoli Storage Manager) Unix Clients are vulnerable to unauthorized access to files by non-privileged users (CVE-2017-1301)

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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