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Summary

CVE CVE-2017-1304

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-21 18:29:00 UTC

Updated 2021-05-21 12:27:00 UTC

Description IBM has identified a vulnerability with IBM Spectrum Scale/GPFS utilized on the Elastic Storage Server (ESS)/GPFS Storage Server (GSS) during testing of an unsupported configuration, where users applications are running on an active ESS I/O server node and utilize direct I/O to perform a read or a write to a Spectrum Scale file. This vulnerability may result in the use of an incorrect memory address, leading to a Spectrum Scale/GPFS daemon failure with a Signal 11, and possibly leading to denial of service or undetected data corruption. IBM X-Force ID: 125458.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Elastic Storage Server 2.0 All All All

Application Ibm Elastic Storage Server 2.0.0 All All All

Application Ibm Elastic Storage Server 2.5 All All All

Application Ibm Elastic Storage Server 2.5.0 All All All

Application Ibm Elastic Storage Server 2.5.5 All All All

Application Ibm Elastic Storage Server 3.0 All All All

Application Ibm Elastic Storage Server 3.0.0 All All All

Application Ibm Elastic Storage Server 3.0.5 All All All

Application Ibm Elastic Storage Server 3.5 All All All

Application Ibm Elastic Storage Server 3.5.0 All All All

Application Ibm Elastic Storage Server 3.5.6 All All All

Application Ibm Elastic Storage Server 4.0 All All All

Application Ibm Elastic Storage Server 4.0.0 All All All

Application Ibm Elastic Storage Server 4.0.6 All All All

Application Ibm Elastic Storage Server 4.5 All All All

Application Ibm Elastic Storage Server 4.5.0 All All All

Application Ibm Elastic Storage Server 4.6 All All All
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Application Ibm Elastic Storage Server 4.6 All All All

Application Ibm Elastic Storage Server 4.6.0 All All All

Application Ibm Elastic Storage Server 5.0 All All All

Application Ibm Elastic Storage Server 5.0.0 All All All

Application Ibm Elastic Storage Server 5.0.1 All All All

Application Ibm Elastic Storage Server 2.0 All All All

Application Ibm Elastic Storage Server 2.5 All All All

Application Ibm Elastic Storage Server 2.5.5 All All All

Application Ibm Elastic Storage Server 3.0 All All All

Application Ibm Elastic Storage Server 3.0.5 All All All

Application Ibm Elastic Storage Server 3.5 All All All

Application Ibm Elastic Storage Server 3.5.6 All All All

Application Ibm Elastic Storage Server 4.0 All All All

Application Ibm Elastic Storage Server 4.0.6 All All All

Application Ibm Elastic Storage Server 4.5 All All All

Application Ibm Elastic Storage Server 4.6 All All All

Application Ibm Elastic Storage Server 5.0 All All All

Application Ibm Elastic Storage Server 5.0.1 All All All

References

Reference

IBM X-Force Exchange

Security Bulletin: The Elastic Storage Server and the GPFS Storage Server are affected by a vulnerability in IBM Spectrum Scale (CVE-2017-1304)

Malformed Request

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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