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Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 17.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 17.04 All All All
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Freebsd Freebsd All All All All
Freebsd Freebsd 10 All All All
Freebsd Freebsd 10.4 All All All
Freebsd Freebsd 11 All All All
Freebsd Freebsd 11.1 All All All
Freebsd Freebsd All All All All
Freebsd Freebsd 10 All All All
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Application W1 fi Wpa Supplicant 0.6.8 All All All
Application Wi fi Wopa Supplicant 0.6.9 All All All
Application W1 fi Wpa Supplicant 0.7.3 All All All
Application W1 fi Wpa Supplicant 1.0 All All All
Application W1 fi Wpa Supplicant 1.1 All All All
Application W1 fi Wpa Supplicant 2.0 All All All
Application W1 fi Wpa Supplicant 2.1 All All All
Application WA fi Wpa Supplicant 2.2 All All All
Application Wi fi Wpa Supplicant 2.3 All All All
Application Wi fi Wpa Supplicant 2.4 All All All
Application Wi fi Wpa Supplicant 2.5 All All All
Application WA fi Wpa Supplicant 2.6 All All All
Reference

hostapd and wpa_supplicant: Key Reinstallation (KRACK) attacks (GLSA 201711-03) — Gentoo Security

w1 .fi/security/2017-1/wpa-packet-number-reuse-with-replayed-message...

wpa_supplicant WPA/WPA2 Protocol Key Reinstallation Attack Lets Remote Users Access and Modify Data on the Target Wireless Network -
ArubaOS WPA/WPA2 Protocol Key Reinstallation Attack Lets Remote Users Access and Modify Data on the Target Wireless Network - Secur
Android Security Bulletin—June 2018 | Android Open Source Project

About the security content of macOS High Sierra 10.13.1, Security Update 2017-001 Sierra, and Security Update 2017-004 EIl Capitan - Apple
About the security content of tvOS 11.1 - Apple Support

FreeBSD-SA-17:07

Oracle Critical Patch Update - January 2018

HPE Support document - HPE Support Center

Juniper Junos SRX Series WPA/WPA2 Protocol Key Reinstallation Attack Lets Remote Users Access and Modify Data on the Target Wireless
Red Hat Customer Portal

Oracle Critical Patch Update - April 2018

Vulnerability Note VU#228519 - Wi-Fi Protected Access (WPA) handshake traffic can be manipulated to induce nonce and session key reuse
101274

About the security content of iOS 11.1 - Apple Support

Cisco IP Phones WPA/WPAZ2 Protocol Key Reinstallation Attack Lets Remote Users Access and Modify Data on the Target Wireless Network
[SECURITY] [DLA 1573-1] firmware-nonfree security update

Android Security Bulletin—November 2017 | Android Open Source Project

Android Security Bulletin—April 2018 | Android Open Source Project

cert-portal.siemens.com/productcert/pdf/ssa-901333.pdf
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https://security.gentoo.org/glsa/201711-03
https://w1.fi/security/2017-1/wpa-packet-number-reuse-with-replayed-messages.txt
http://www.securitytracker.com/id/1039573
http://www.securitytracker.com/id/1039581
https://source.android.com/security/bulletin/2018-06-01
https://support.apple.com/HT208221
https://support.apple.com/HT208219
https://security.freebsd.org/advisories/FreeBSD-SA-17:07.wpa.asc
http://www.oracle.com/technetwork/security-advisory/cpujan2018-3236628.html
https://support.hpe.com/hpsc/doc/public/display?docLocale=en_US&docId=emr_na-hpesbhf03792en_us
http://www.securitytracker.com/id/1039576
https://access.redhat.com/errata/RHSA-2017:2907
http://www.oracle.com/technetwork/security-advisory/cpuapr2018-3678067.html
http://www.kb.cert.org/vuls/id/228519
http://www.securityfocus.com/bid/101274
https://support.apple.com/HT208222
http://www.securitytracker.com/id/1039578
https://lists.debian.org/debian-lts-announce/2018/11/msg00015.html
https://source.android.com/security/bulletin/2017-11-01
https://source.android.com/security/bulletin/2018-04-01
https://cert-portal.siemens.com/productcert/pdf/ssa-901333.pdf

Multiple Vulnerabilities in Wi-Fi Protected Access and Wi-Fi Protected Access I

Debian -- Security Information -- DSA-3999-1 wpa

About the security content of watchOS 4.1 - Apple Support

Juniper ScreenOS WPA/WPAZ2 Protocol Key Reinstallation Attack Lets Remote Users Access and Modify Data on the Target Wireless Netwol
USN-3455-1: wpa_supplicant and hostapd vulnerabilities | Ubuntu

Red Hat Customer Portal

Google Android Multiple Flaws Let Remote Users Execute Arbitrary Code and Let Applications Gain Elevated Privileges and Obtain Potentiall
Fortinet FortiOS WPA/WPA2 Protocol Key Reinstallation Attack Lets Remote Users Access and Modify Data on the Target Wireless Network -
KRACK Attacks: Breaking WPA2

www.arubanetworks.com/assets/alert/ARUBA-PSA-2017-007.txt

WPA2 Protocol Vulnerabilities - US

PEPPERL+FUCHS / ecom instruments WLAN enabled products utilizing WPA2 encryption (Update A) — English (USA)

PHOENIX CONTACT WLAN enabled devices utilising WPA2 encryption (Update B) — English (USA)

KRACKSs - wpa_supplicant Multiple Vulnerabilities - Red Hat Customer Portal

CVE Program record

NVD vulnerability detail

/| |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

378244 Virtuozzo Linux Security Update for wpa_supplicant (VZLSA-2017:2907)

378248 Virtuozzo Linux Security Update for wpa_supplicant (VZLSA-2017:2911)

500246 Alpine Linux Security Update for hostapd

500740 Alpine Linux Security Update for wpa_supplicant

503996 Alpine Linux Security Update for hostapd

504516 Alpine Linux Security Update for wpa_supplicant

590571 PHOENIX CONTACT WLAN Capable Devices using the WPA2 Protocol Multiple Vulnerabilities (ICSA-17-325-01)
591073 Siemens SIMATIC RF350M and SIMATIC RF650M KRACK Attacks Multiple Vulnerabilities (SSA-418456)

591394 ABB TropOS wireless mesh products WPA2 Key Reinstallation Multiple Vulnerabilities (ICSA-17-318-02A, ABBVU-PGGA-
1KHW028907)

710321 Gentoo Linux hostapd and wpa_supplicant Key Reinstallation Vulnerability (GLSA 201711-03)

750549 OpenSUSE Security Update for wpa_supplicant (openSUSE-SU-2020:2059-1)

750557 OpenSUSE Security Update for wpa_supplicant (openSUSE-SU-2020:2053-1)


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171016-wpa
http://www.debian.org/security/2017/dsa-3999
https://support.apple.com/HT208220
http://www.securitytracker.com/id/1039577
http://www.ubuntu.com/usn/USN-3455-1
https://access.redhat.com/errata/RHSA-2017:2911
http://www.securitytracker.com/id/1041432
http://www.securitytracker.com/id/1039585
https://www.krackattacks.com/
http://www.arubanetworks.com/assets/alert/ARUBA-PSA-2017-007.txt
https://support.lenovo.com/us/en/product_security/LEN-17420
https://cert.vde.com/en-us/advisories/vde-2017-005
https://cert.vde.com/en-us/advisories/vde-2017-003
https://access.redhat.com/security/vulnerabilities/kracks
https://www.cve.org/CVERecord?id=CVE-2017-13077
https://nvd.nist.gov/vuln/detail/CVE-2017-13077
http://cve.report/qid/378244
http://cve.report/qid/378248
http://cve.report/qid/500246
http://cve.report/qid/500740
http://cve.report/qid/503996
http://cve.report/qid/504516
http://cve.report/qid/590571
http://cve.report/qid/591073
http://cve.report/qid/591394
http://cve.report/qid/710321
http://cve.report/qid/750549
http://cve.report/qid/750557

752179 SUSE Enterprise Linux Security Update for wpa_supplicant (SUSE-SU-2022:1853-1)
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