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Summary

CVE CVE-2017-13080

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-17 13:29:00 UTC

Updated 2020-11-10 21:15:00 UTC

Description Wi-Fi Protected Access (WPA and WPA2) allows reinstallation of the Group Temporal Key (GTK) during the group key handshake, allowing an attacker within radio range to replay frames from access points to clients.

Risk And Classification

Problem Types: CWE-330

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 17.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 17.04 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Freebsd Freebsd All All All All

Operating System Freebsd Freebsd 10 All All All

Operating System Freebsd Freebsd 10.4 All All All

Operating System Freebsd Freebsd 11 All All All

Operating System Freebsd Freebsd 11.1 All All All

Operating System Freebsd Freebsd All All All All

Operating System Freebsd Freebsd 10 All All All
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Operating System Freebsd Freebsd 10 All All All

Operating System Freebsd Freebsd 10.4 All All All

Operating System Freebsd Freebsd 11 All All All

Operating System Freebsd Freebsd 11.1 All All All

Operating System Opensuse Leap 42.2 All All All

Operating System Opensuse Leap 42.3 All All All

Operating System Opensuse Leap 42.2 All All All

Operating System Opensuse Leap 42.3 All All All

Operating System Redhat Enterprise Linux Desktop 7 All All All

Operating System Redhat Enterprise Linux Desktop 7 All All All

Operating System Redhat Enterprise Linux Server 7 All All All

Operating System Redhat Enterprise Linux Server 7 All All All

Operating System Suse Linux Enterprise Desktop 12 sp2 All All

Operating System Suse Linux Enterprise Desktop 12 sp3 All All

Operating System Suse Linux Enterprise Desktop 12 sp2 All All

Operating System Suse Linux Enterprise Desktop 12 sp3 All All

Operating System Suse Linux Enterprise Point Of Sale 11 sp3 All All

Operating System Suse Linux Enterprise Point Of Sale 11 sp3 All All

Operating System Suse Linux Enterprise Server 11 sp3 All All

Operating System Suse Linux Enterprise Server 11 sp4 All All

Operating System Suse Linux Enterprise Server 12 All All All

Operating System Suse Linux Enterprise Server 11 sp3 All All

Operating System Suse Linux Enterprise Server 11 sp4 All All

Operating System Suse Linux Enterprise Server 12 All All All

Operating System Suse Openstack Cloud 6 All All All

Operating System Suse Openstack Cloud 6 All All All

Application W1.fi Hostapd 0.2.4 All All All

Application W1.fi Hostapd 0.2.5 All All All

Application W1.fi Hostapd 0.2.6 All All All

Application W1.fi Hostapd 0.2.8 All All All

Application W1.fi Hostapd 0.3.10 All All All

Application W1.fi Hostapd 0.3.11 All All All

Application W1.fi Hostapd 0.3.7 All All All

Application W1.fi Hostapd 0.3.9 All All All

Application W1.fi Hostapd 0.4.10 All All All

Application W1.fi Hostapd 0.4.11 All All All
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Application W1.fi Hostapd 0.4.7 All All All

Application W1.fi Hostapd 0.4.8 All All All

Application W1.fi Hostapd 0.4.9 All All All

Application W1.fi Hostapd 0.5.10 All All All

Application W1.fi Hostapd 0.5.11 All All All

Application W1.fi Hostapd 0.5.7 All All All

Application W1.fi Hostapd 0.5.8 All All All

Application W1.fi Hostapd 0.5.9 All All All

Application W1.fi Hostapd 0.6.10 All All All

Application W1.fi Hostapd 0.6.8 All All All

Application W1.fi Hostapd 0.6.9 All All All

Application W1.fi Hostapd 0.7.3 All All All

Application W1.fi Hostapd 1.0 All All All

Application W1.fi Hostapd 1.1 All All All

Application W1.fi Hostapd 2.0 All All All

Application W1.fi Hostapd 2.1 All All All

Application W1.fi Hostapd 2.2 All All All

Application W1.fi Hostapd 2.3 All All All

Application W1.fi Hostapd 2.4 All All All

Application W1.fi Hostapd 2.5 All All All

Application W1.fi Hostapd 2.6 All All All

Application W1.fi Hostapd 0.2.4 All All All

Application W1.fi Hostapd 0.2.5 All All All

Application W1.fi Hostapd 0.2.6 All All All

Application W1.fi Hostapd 0.2.8 All All All

Application W1.fi Hostapd 0.3.10 All All All

Application W1.fi Hostapd 0.3.11 All All All

Application W1.fi Hostapd 0.3.7 All All All

Application W1.fi Hostapd 0.3.9 All All All

Application W1.fi Hostapd 0.4.10 All All All

Application W1.fi Hostapd 0.4.11 All All All

Application W1.fi Hostapd 0.4.7 All All All

Application W1.fi Hostapd 0.4.8 All All All

Application W1.fi Hostapd 0.4.9 All All All

Application W1.fi Hostapd 0.5.10 All All All

Application W1.fi Hostapd 0.5.11 All All All
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Application W1.fi Hostapd 0.5.11 All All All

Application W1.fi Hostapd 0.5.7 All All All

Application W1.fi Hostapd 0.5.8 All All All

Application W1.fi Hostapd 0.5.9 All All All

Application W1.fi Hostapd 0.6.10 All All All

Application W1.fi Hostapd 0.6.8 All All All

Application W1.fi Hostapd 0.6.9 All All All

Application W1.fi Hostapd 0.7.3 All All All

Application W1.fi Hostapd 1.0 All All All

Application W1.fi Hostapd 1.1 All All All

Application W1.fi Hostapd 2.0 All All All

Application W1.fi Hostapd 2.1 All All All

Application W1.fi Hostapd 2.2 All All All

Application W1.fi Hostapd 2.3 All All All

Application W1.fi Hostapd 2.4 All All All

Application W1.fi Hostapd 2.5 All All All

Application W1.fi Hostapd 2.6 All All All

Application W1.fi Wpa Supplicant 0.2.4 All All All

Application W1.fi Wpa Supplicant 0.2.5 All All All

Application W1.fi Wpa Supplicant 0.2.6 All All All

Application W1.fi Wpa Supplicant 0.2.7 All All All

Application W1.fi Wpa Supplicant 0.2.8 All All All

Application W1.fi Wpa Supplicant 0.3.10 All All All

Application W1.fi Wpa Supplicant 0.3.11 All All All

Application W1.fi Wpa Supplicant 0.3.7 All All All

Application W1.fi Wpa Supplicant 0.3.8 All All All

Application W1.fi Wpa Supplicant 0.3.9 All All All

Application W1.fi Wpa Supplicant 0.4.10 All All All

Application W1.fi Wpa Supplicant 0.4.11 All All All

Application W1.fi Wpa Supplicant 0.4.7 All All All

Application W1.fi Wpa Supplicant 0.4.8 All All All

Application W1.fi Wpa Supplicant 0.4.9 All All All

Application W1.fi Wpa Supplicant 0.5.10 All All All

Application W1.fi Wpa Supplicant 0.5.11 All All All

Application W1.fi Wpa Supplicant 0.5.7 All All All

Application W1.fi Wpa Supplicant 0.5.8 All All All
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Application W1.fi Wpa Supplicant 0.5.9 All All All

Application W1.fi Wpa Supplicant 0.6.10 All All All

Application W1.fi Wpa Supplicant 0.6.8 All All All

Application W1.fi Wpa Supplicant 0.6.9 All All All

Application W1.fi Wpa Supplicant 0.7.3 All All All

Application W1.fi Wpa Supplicant 1.0 All All All

Application W1.fi Wpa Supplicant 1.1 All All All

Application W1.fi Wpa Supplicant 2.0 All All All

Application W1.fi Wpa Supplicant 2.1 All All All

Application W1.fi Wpa Supplicant 2.2 All All All

Application W1.fi Wpa Supplicant 2.3 All All All

Application W1.fi Wpa Supplicant 2.4 All All All

Application W1.fi Wpa Supplicant 2.5 All All All

Application W1.fi Wpa Supplicant 2.6 All All All

Application W1.fi Wpa Supplicant 0.2.4 All All All

Application W1.fi Wpa Supplicant 0.2.5 All All All

Application W1.fi Wpa Supplicant 0.2.6 All All All

Application W1.fi Wpa Supplicant 0.2.7 All All All

Application W1.fi Wpa Supplicant 0.2.8 All All All

Application W1.fi Wpa Supplicant 0.3.10 All All All

Application W1.fi Wpa Supplicant 0.3.11 All All All

Application W1.fi Wpa Supplicant 0.3.7 All All All

Application W1.fi Wpa Supplicant 0.3.8 All All All

Application W1.fi Wpa Supplicant 0.3.9 All All All

Application W1.fi Wpa Supplicant 0.4.10 All All All

Application W1.fi Wpa Supplicant 0.4.11 All All All

Application W1.fi Wpa Supplicant 0.4.7 All All All

Application W1.fi Wpa Supplicant 0.4.8 All All All

Application W1.fi Wpa Supplicant 0.4.9 All All All

Application W1.fi Wpa Supplicant 0.5.10 All All All

Application W1.fi Wpa Supplicant 0.5.11 All All All

Application W1.fi Wpa Supplicant 0.5.7 All All All

Application W1.fi Wpa Supplicant 0.5.8 All All All

Application W1.fi Wpa Supplicant 0.5.9 All All All

Application W1.fi Wpa Supplicant 0.6.10 All All All
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CVE Program record
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No vendor comments have been submitted for this CVE.
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591394 ABB TropOS wireless mesh products WPA2 Key Reinstallation Multiple Vulnerabilities (ICSA-17-318-02A, ABBVU-PGGA-
1KHW028907)

671703 EulerOS Security Update for kernel (EulerOS-SA-2022-1735)

710321 Gentoo Linux hostapd and wpa_supplicant Key Reinstallation Vulnerability (GLSA 201711-03)

750549 OpenSUSE Security Update for wpa_supplicant (openSUSE-SU-2020:2059-1)

750557 OpenSUSE Security Update for wpa_supplicant (openSUSE-SU-2020:2053-1)

752179 SUSE Enterprise Linux Security Update for wpa_supplicant (SUSE-SU-2022:1853-1)
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