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CVE CVE-2017-13099
State PUBLIC
Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-13 01:29:00 UTC
Updated 2019-10-09 23:23:00 UTC
Description wolfSSL prior to version 3.12.2 provides a weak Bleichenbacher oracle when any TLS cipher suite using RSA key exchang
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Risk And Classification

Problem Types: CWE-203

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Arubanetworks Instant All All All All

Application Arubanetworks Instant All All All All

Hardware Siemens Scalance W1750d - All All All

Hardware Siemens Scalance W1750d - All All All

Operating System Siemens Scalance W1750d Firmware All All All All

Operating System Siemens Scalance W1750d Firmware All All All All

Application Wolfssl Wolfssl All All All All

Application Wolfssl Wolfssl All All All All

Reference So
wolfSSL CVE-2017-13099 Information Disclosure Vulnerability BII
www.arubanetworks.com/assets/alert/ ARUBA-PSA-2018-002.txt CC
The ROBOT Attack - Return of Bleichenbacher's Oracle Threat MI:
cert-portal.siemens.com/productcert/pdf/ssa-464260.pdf CC
VU#144389 - TLS implementations may disclose side channel information via discrepancies between valid and invalid PKCS#1 padding CE
Fix for handling of static RSA padding failures by dgarske - Pull Request #1229 - wolfSSL/wolfssl| - GitHub CC
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591344 Siemens SCALANCE W1750D Cryptographic issues Vulnerability (SSA-464260, ICSA-18-282-02)
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