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CVE CVE-2017-13134
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2017-08-23 03:29:00 UTC
Updated 2019-10-03 00:03:00 UTC
Description In ImageMagick 7.0.6-6 and GraphicsMagick 1.3.26, a heap-based buffer over-read was found in the function SFWScan in

1|

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Imagemagick Imagemagick 7.0.6-6
Application Imagemagick Imagemagick 7.0.6-6

Update
All

All

Edition Language
All All
All All

References

Reference

Debian -- Security Information -- DSA-4321-1 graphicsmagick

Debian -- Security Information -- DSA-4040-1 imagemagick

ImageMagick CVE-2017-13134 Heap Buffer Overflow Vulnerability

Mercurial Repository: p/graphicsmagick/code: changeset 15254:1b47e0078e05
USN-3681-1: ImageMagick vulnerabilities | Ubuntu security notices
[SECURITY] [DLA 1170-1] graphicsmagick security update

[SECURITY] [DLA 1401-1] graphicsmagick security update

USN-4222-1: GraphicsMagick vulnerabilities | Ubuntu security notices

Debian -- Security Information -- DSA-4032-1 imagemagick

ImageMagick: Multiple vulnerabilities (GLSA 201711-07) — Gentoo security
heap buffer overflow in SFWScan - Issue #670 - ImageMagick/ImageMagick - GitHub

CVE Program record

Source

DEBIAN

DEBIAN

BID

MISC

UBUNTU

MLIST

MLIST

UBUNTU

DEBIAN

GENTOO

CONFIRM

CVE.ORG

Link Tags
www.debian.org
www.debian.org
www.securityfocus.com
hg.code.sf.net

usn.ubuntu.com
lists.debian.org

lists.debian.org
usn.ubuntu.com
www.debian.org
security.gentoo.org

github.com Issue Tracking

Www.cve.org canonical


https://cve.report/
https://cve.report/CVE-2017-13134/mitre
https://cve.report/CVE-2017-13134/nist
https://cve.report/CVE-2017-13134/cve_org
https://cve.report/CVE-2017-13134.pdf
http://cve.report/vendor/imagemagick
http://cve.report/software/imagemagick/imagemagick
http://cve.report/vendor/imagemagick
http://cve.report/software/imagemagick/imagemagick
https://www.debian.org/security/2018/dsa-4321
https://www.debian.org/security/2017/dsa-4040
http://www.securityfocus.com/bid/100476
http://hg.code.sf.net/p/graphicsmagick/code/rev/1b47e0078e05
https://usn.ubuntu.com/3681-1/
https://lists.debian.org/debian-lts-announce/2017/11/msg00016.html
https://lists.debian.org/debian-lts-announce/2018/06/msg00009.html
https://usn.ubuntu.com/4222-1/
https://www.debian.org/security/2017/dsa-4032
https://security.gentoo.org/glsa/201711-07
https://github.com/ImageMagick/ImageMagick/issues/670
https://www.cve.org/CVERecord?id=CVE-2017-13134

NVD vulnerability detail NVD nvd.nist.gov canonical, ana
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500986 Alpine Linux Security Update for graphicsmagick
504910 Alpine Linux Security Update for graphicsmagick

710460 Gentoo Linux ImageMagick Multiple Vulnerabilities (GLSA 201711-07)
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