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Summary

CVE CVE-2017-13677

State PUBLIC

Assigner secure@symantec.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-11 14:29:00 UTC

Updated 2021-07-08 16:37:00 UTC

Description Denial-of-service (DoS) vulnerability in the Symantec Advanced Secure Gateway (ASG) and ProxySG management consoles. A remote attacker can use crafted HTTP/HTTPS requests to cause denial-of-service through management console application crashes.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Broadcom Advanced Secure Gateway All All All All

Application Broadcom Symantec Proxysg All All All All

Application Symantec Advanced Secure Gateway All All All All

Application Symantec Advanced Secure Gateway All All All All

Application Symantec Proxysg All All All All

Application Symantec Proxysg All All All All

References

Reference

Symantec ProxySG and ASG Multiple Security Vulnerabilities

SA162: Multiple ASG and ProxySG Vulnerabilities

Blue Coat ProxySG Multiple Bugs Let Remote Users Deny Service and Remote Authenticated Administrators Conduct Cross-Site Scripting Attacks and Execute Arbitrary Code - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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