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Summary

CVE CVE-2017-13682

State PUBLISHED

Assigner symantec

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-23 20:29:00 UTC

Updated 2025-04-20 01:37:25 UTC

Description In Symantec Encryption Desktop before SED 10.4.1 MP2HF1, a kernel memory leak is a type of resource leak that can occur when a computer program incorrectly manages memory allocations in such a way that memory which is no longer needed is not released. In object-oriented programming, a memory leak may happen when an object is stored in memory but cannot be accessed by the running code.

Risk And Classification

Primary CVSS: v3.0 5.7 MEDIUM from nvd@nist.gov

CVSS:3.0/AV:A/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-772 | Kernel Memory Leak

Version Source Type Score Severity Vector

3.0 nvd@nist.gov Primary 5.7 MEDIUM CVSS:3.0/AV:A/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

2.0 nvd@nist.gov Primary 2.3 AV:A/AC:M/Au:S/C:N/I:N/A:P

CVSS v3.0 Breakdown

Attack Vector

Adjacent

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

None

Availability

https://cve.report/
https://cve.report/CVE-2017-13682/mitre
https://cve.report/CVE-2017-13682/nist
https://cve.report/CVE-2017-13682/cve_org
https://cve.report/api/cve/CVE-2017-13682.json
https://cve.report/CVE-2017-13682.pdf


CVSS:3.0/AV:A/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

CVSS v2.0 Breakdown

AV:A/AC:M/Au:S/C:N/I:N/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Encryption Desktop All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Symantec Corporation Symantec Encryption Desktop affected prior to SED 10.4.1 MP2HF1 Not specified

References

Reference

Symantec Encryption Desktop CVE-2017-13682 Denial-of-Service Vulnerability

Security Advisories Relating to Symantec Products - Symantec Endpoint Encryption / Symantec Encryption Desktop DoS - 2017-10-09T06:22:30 PDT 

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

High

Access Vector

Adjacent

Access Complexity

Medium

Authentication

Single

Confidentiality

None

Integrity

None

Availability

Partial

http://cve.report/vendor/symantec
http://cve.report/software/symantec/encryption_desktop
http://cve.report/vendor/Symantec_Corporation
http://cve.report/software/Symantec_Corporation/Symantec_Encryption_Desktop
http://www.securityfocus.com/bid/101497
https://www.symantec.com/security_response/securityupdates/detail.jsp?fid=security_advisory&pvid=security_advisory&year=&suid=20171009_00
https://www.cve.org/CVERecord?id=CVE-2017-13682
https://nvd.nist.gov/vuln/detail/CVE-2017-13682
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