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Summary

CVE CVE-2017-13695

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-25 08:29:00 UTC

Updated 2018-09-11 10:29:00 UTC

Description The acpi_ns_evaluate() function in drivers/acpi/acpica/nseval.c in the Linux kernel through 4.12.9 does not flush the operand cache and causes a kernel stack dump, which allows local users to obtain sensitive information from kernel memory and bypass the KASLR protection mechanism (in the kernel through 4.9) via a crafted ACPI table.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

References

Reference Source Link

USN-3696-2: Linux kernel (Xenial HWE) vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

USN-3696-1: Linux kernel vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

Linux Kernel 'drivers/acpi/acpica/nseval.c' Local Information Disclosure Vulnerability BID www.securityfocus.com

USN-3762-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

USN-3762-2: Linux kernel (HWE) vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

acpi: acpica: fix acpi operand cache leak in nseval.c by kkamagui · Pull Request #296 · acpica/acpica · GitHub MISC github.com

acpi: acpica: fix acpi operand cache leak in nseval.c - Patchwork MISC patchwork.kernel.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2017-13695/mitre
https://cve.report/CVE-2017-13695/nist
https://cve.report/CVE-2017-13695/cve_org
https://cve.report/CVE-2017-13695.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://usn.ubuntu.com/3696-2/
https://usn.ubuntu.com/3696-1/
http://www.securityfocus.com/bid/100497
https://usn.ubuntu.com/3762-1/
https://usn.ubuntu.com/3762-2/
https://github.com/acpica/acpica/pull/296/commits/37f2c716f2c6ab14c3ba557a539c3ee3224931b5
https://patchwork.kernel.org/patch/9850567/
https://www.cve.org/CVERecord?id=CVE-2017-13695
https://nvd.nist.gov/vuln/detail/CVE-2017-13695
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CVE.report and Source URL Uptime Status status.cve.report

752231 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:2082-1)

752240 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:2103-1)

752250 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:2111-1)

753703 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:0416-1)

753707 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:0416-1)

753727 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:0416-1)
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