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Summary

CVE CVE-2017-13696

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-24 15:29:00 UTC

Updated 2018-02-13 15:35:00 UTC

Description A buffer overflow vulnerability lies in the web server component of Dup Scout Enterprise 9.9.14, Disk Savvy Enterprise 9.9.14, Sync Breeze Enterprise 9.9.16, and Disk Pulse Enterprise 9.9.16 where an attacker can craft a malicious GET request and exploit the web server component. Successful exploitation of the software will allow an attacker to gain complete access to the system with NT AUTHORITY / SYSTEM level privileges. The vulnerability lies due to improper handling and sanitization of the incoming request.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Flexense Diskpulse 9.9.16 All All All

Application Flexense Diskpulse 9.9.16 All All All

Application Flexense Disksavvy 9.9.14 All All All

Application Flexense Disksavvy 9.9.14 All All All

Application Flexense Dupscout 9.9.14 All All All

Application Flexense Dupscout 9.9.14 All All All

Application Flexense Syncbreeze 9.9.16 All All All

Application Flexense Syncbreeze 9.9.16 All All All

References

Reference Source Link Tags

Disk Savvy Enterprise 9.9.14 - Remote Buffer Overflow (SEH) - Windows remote Exploit EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

Dup Scout Enterprise 9.9.14 - Remote Buffer Overflow (SEH) - Windows remote Exploit EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

Disk Pulse Enterprise 9.9.16 - Remote Buffer Overflow (SEH) - Windows remote Exploit EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

Sync Breeze Enterprise 9.9.16 - Remote Buffer Overflow (SEH) - Windows remote Exploit EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

Disk Pulse Enterprise GET Buffer Overflow MISC www.rapid7.com Third Party Advisory
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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