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Summary

CVE CVE-2017-13717

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-10 22:29:00 UTC

Updated 2019-06-11 17:55:00 UTC

Description Starry Station (aka Starry Router) sets the Access-Control-Allow-Origin header to "*". This allows any hosted file on any domain to make calls to the device's webserver and brute force the credentials and pull any information that is stored on the device. In this case, a user's Wi-Fi credentials are stored in clear text on the device and can be pulled easily.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Starry S00111 - All All All

Hardware Starry S00111 - All All All

Operating System Starry S00111 Firmware - All All All

Operating System Starry S00111 Firmware - All All All

References

Reference Source Link Tags

Starry Router Camera PIN Brute-Force / CORS Incorrect ≈ Packet Storm MISC packetstormsecurity.com Third Party Advisory, VDB Entry

Bugtraq: Newly releases IoT security issues BUGTRAQ seclists.org Mailing List, Third Party Advisory

IoT_vulnerabilities/Starry_sec_issues.pdf at master · ethanhunnt/IoT_vulnerabilities · GitHub MISC github.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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