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State PUBLIC
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Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-29 06:29:00 UTC
Updated 2023-11-07 02:38:00 UTC
Description There is an invalid free in the MagickFree function in magick/memory.c in GraphicsMagick 1.3.26 that will lead to a remote
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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Graphicsmagick Graphicsmagick 1.3.26 All All All
Application Graphicsmagick Graphicsmagick 1.3.26 All All All

References |
Reference Source Link
GraphicsMagick CVE-2017-13737 Denial of Service Vulnerability BID www.securityfocus.
[SECURITY] [DLA 1456-1] graphicsmagick security update MLIST lists.debian.org
Debian -- Security Information -- DSA-4321-1 graphicsmagick DEBIAN www.debian.org

#878511 - graphicsmagick: CVE-2017-13737 - Debian Bug report logs CONFIRM  bugs.debian.org

[SECURITY] Fedora 30 Update: GraphicsMagick-1.3.32-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.c
[SECURITY] Fedora 29 Update: GraphicsMagick-1.3.32-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.c
oss-security - Re: A bunch of duplicate CVEs requested for?? bho.. MISC openwall.com

1484196 — There is an invalid free in magick/memory.c of GraphicsMagick. MISC bugzilla.redhat.corr



https://cve.report/
https://cve.report/CVE-2017-13737/mitre
https://cve.report/CVE-2017-13737/nist
https://cve.report/CVE-2017-13737/cve_org
https://cve.report/CVE-2017-13737.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/graphicsmagick
http://cve.report/software/graphicsmagick/graphicsmagick
http://cve.report/vendor/graphicsmagick
http://cve.report/software/graphicsmagick/graphicsmagick
http://www.securityfocus.com/bid/100518
https://lists.debian.org/debian-lts-announce/2018/08/msg00002.html
https://www.debian.org/security/2018/dsa-4321
https://bugs.debian.org/878511
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/PF62B5PJA2JDUOCKJGUQO3SPL74BEYSV/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/WHIKB4TP6KBJWT2UIPWL5MWMG5QXKGEJ/
http://openwall.com/lists/oss-security/2017/08/29/4
https://bugzilla.redhat.com/show_bug.cgi?id=1484196

[SECURITY] Fedora 30 Update: GraphicsMagick-1.3.32-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.c

USN-4222-1: GraphicsMagick vulnerabilities | Ubuntu security notices UBUNTU  usn.ubuntu.com
[SECURITY] Fedora 29 Update: GraphicsMagick-1.3.32-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.c
GraphicsMagick: changeset 15230:3db9449e3d6a CONFIRM  hg.graphicsmagick
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500986 Alpine Linux Security Update for graphicsmagick

504910 Alpine Linux Security Update for graphicsmagick
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