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A Stack-based Buffer Overflow issue was discovered in WECON LEVI Studio HMI Editor v1.8.1 and prior. Multiple stack-ba
J

Risk And Classification

Primary CVSS: v3.0 9.8 CRITICAL from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-121 | CWE-119 | CWE-121 CWE-121

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 9.8 CRITICAL CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P
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CVSS v2.0 Breakdown
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AV:N/AC:L/Au:N/C:P/I:P/A:P
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application We-con Levi Studio Hmi Editor All All All All

Vendor Declared Affected Products

Source Vendor Product Version Pl

CNA Na WECON Technology Co. Ltd. LeviStudio HMI Editor — affected WECON Technology Co., Ltd. LeviStudio HMI Editor N«
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References

Reference Source

Wecon LEVI Studio HMI Editor CVE-2017-13999 Multiple Stack Based Buffer Overflow Vulnerabilities —af854a3a-2127-422b-91ae-364da26¢

Wecon LEVI Studio HMI Editor CVE-2017-13999 Multiple Buffer Overflow Vulnerabilities af854a3a-2127-422b-91ae-364da26¢
WECON Technology Co., Ltd. LeviStudio HMI Editor | CISA af854a3a-2127-422b-91ae-364da26¢
CVE Program record CVE.ORG

NVD vulnerability detail NVD

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/we-con
http://cve.report/software/we-con/levi_studio_hmi_editor
http://cve.report/vendor/na
http://cve.report/software/na/WECON_Technology_Co._Ltd._LeviStudio_HMI_Editor
http://www.securityfocus.com/bid/101250
http://www.securityfocus.com/bid/102493
https://ics-cert.us-cert.gov/advisories/ICSA-17-285-02
https://www.cve.org/CVERecord?id=CVE-2017-13999
https://nvd.nist.gov/vuln/detail/CVE-2017-13999
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