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Summary

CVE CVE-2017-14020

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-13 20:29:00 UTC

Updated 2018-08-01 01:29:00 UTC

Description In AutomationDirect CLICK Programming Software (Part Number C0-PGMSW) Versions 2.10 and prior; C-More Programming Software (Part Number EA9-PGMSW) Versions 6.30 and prior; C-More Micro (Part Number EA-PGMSW) Versions 4.20.01.0 and prior; Do-more Designer Software (Part Number DM-PGMSW) Versions 2.0.3 and prior; GS Drives Configuration Software (Part Number GSOFT) Versions 4.0.6 and prior; SL-SOFT SOLO Temperature Controller Configuration Software (Part Number SL-SOFT) Versions 1.1.0.5 and prior; and DirectSOFT Programming Software Versions 6.1 and prior, an uncontrolled search path element (DLL Hijacking) vulnerability has been identified. To exploit this vulnerability, an attacker could rename a malicious DLL to meet the criteria of the application, and the application would not verify that the DLL is correct. Once loaded by the application, the DLL could run malicious code at the privilege level of the application.

Risk And Classification

Problem Types: CWE-427

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Automationdirect C-more Micro - All All All

Hardware Automationdirect C-more Micro - All All All

Operating System Automationdirect C-more Micro Firmware All All All All

Hardware Automationdirect C-more Plc - All All All

Hardware Automationdirect C-more Plc - All All All

Operating System Automationdirect C-more Plc Firmware All All All All

Hardware Automationdirect Click Plc - All All All

Hardware Automationdirect Click Plc - All All All

Operating System Automationdirect Click Plc Firmware All All All All

Hardware Automationdirect Gs Drives - All All All

Hardware Automationdirect Gs Drives - All All All

Operating System Automationdirect Gs Drives Fimware All All All All

Hardware Automationdirect Sl-soft Solo Temperature Controller - All All All

Hardware Automationdirect Sl-soft Solo Temperature Controller - All All All

Operating System Automationdirect Sl-soft Solo Temperature Controller Firmware All All All All
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Reference Source Link

Multiple AutomationDirect Products CVE-2017-1402 DLL Loading Local Code Execution Vulnerability BID www.securityfocus.com

ICS-CERT Advisories | ICS-CERT MISC ics-cert.us-cert.gov

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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