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Summary

CVE CVE-2017-14021

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-01 02:29:00 UTC

Updated 2024-01-17 15:05:00 UTC

Description A Use of Hard-coded Cryptographic Key issue was discovered in Korenix JetNet JetNet5018G version 1.4, JetNet5310G version 1.4a, JetNet5428G-2G-2FX version 1.4, JetNet5628G-R version 1.4, JetNet5628G version 1.4, JetNet5728G-24P version 1.4, JetNet5828G version 1.1d, JetNet6710G-HVDC version 1.1e, and JetNet6710G version 1.1. An attacker may gain access to hard-coded certificates and private keys allowing the attacker to perform man-in-the-middle attacks.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Korenix Jetnet5018g - All All All

Hardware Korenix Jetnet5018g - All All All

Operating System Korenix Jetnet5018g Firmware 1.4 All All All

Operating System Korenix Jetnet5018g Firmware 1.4 All All All

Hardware Korenix Jetnet5310g - All All All

Hardware Korenix Jetnet5310g - All All All

Operating System Korenix Jetnet5310g Firmware 1.4a All All All

Operating System Korenix Jetnet5310g Firmware 1.4a All All All

Hardware Korenix Jetnet5428g-2g-2fx - All All All

Hardware Korenix Jetnet5428g-2g-2fx - All All All

Operating System Korenix Jetnet5428g-2g-2fx Firmware 1.4 All All All

Operating System Korenix Jetnet5428g-2g-2fx Firmware 1.4 All All All

Hardware Korenix Jetnet5628g - All All All

Hardware Korenix Jetnet5628g - All All All

Hardware Korenix Jetnet5628g-r - All All All

Hardware Korenix Jetnet5628g-r - All All All

Hardware Korenix Jetnet5628g-r Firmware 1.4 All All All
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Hardware Korenix Jetnet5628g-r Firmware 1.4 All All All

Hardware Korenix Jetnet5628g-r Firmware 1.4 All All All

Operating System Korenix Jetnet5628g Firmware 1.4 All All All

Operating System Korenix Jetnet5628g Firmware 1.4 All All All

Hardware Korenix Jetnet5728g-24p - All All All

Hardware Korenix Jetnet5728g-24p - All All All

Hardware Korenix Jetnet5728g-24p Firmware 1.4 All All All

Hardware Korenix Jetnet5728g-24p Firmware 1.4 All All All

Hardware Korenix Jetnet5828g - All All All

Hardware Korenix Jetnet5828g - All All All

Hardware Korenix Jetnet5828g Firmware 1.1d All All All

Hardware Korenix Jetnet5828g Firmware 1.1d All All All

Hardware Korenix Jetnet6710g - All All All

Hardware Korenix Jetnet6710g - All All All

Hardware Korenix Jetnet6710g-hvdc - All All All

Hardware Korenix Jetnet6710g-hvdc - All All All

Operating System Korenix Jetnet6710g-hvdc Firmware 11e All All All

Operating System Korenix Jetnet6710g-hvdc Firmware 11e All All All

Operating System Korenix Jetnet6710g Firmware 1.1 All All All

Operating System Korenix Jetnet6710g Firmware 1.1 All All All

Hardware Korenix Jetnet 5018g - All All All

Hardware Korenix Jetnet 5310g - All All All

Hardware Korenix Jetnet 5428g-2g-2fx - All All All

Hardware Korenix Jetnet 5628g - All All All

Hardware Korenix Jetnet 5628g-r - All All All

Hardware Korenix Jetnet 5728g-24p - All All All

Hardware Korenix Jetnet 5828g - All All All

Hardware Korenix Jetnet 6710g - All All All

Hardware Korenix Jetnet 6710g-hvdc - All All All
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Korenix JetNet Hardcoded Cryptographic Key and Hardcoded Credentials Security Bypass Vulnerabilities BID www.securityfocus.com

Korenix JetNet | ICS-CERT MISC ics-cert.us-cert.gov

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet5628g-r_firmware
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet5628g_firmware
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet5628g_firmware
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet5728g-24p
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet5728g-24p
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet5728g-24p_firmware
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet5728g-24p_firmware
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet5828g
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet5828g
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet5828g_firmware
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet5828g_firmware
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet6710g
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet6710g
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet6710g-hvdc
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet6710g-hvdc
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet6710g-hvdc_firmware
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet6710g-hvdc_firmware
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet6710g_firmware
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet6710g_firmware
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet_5018g
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet_5310g
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet_5428g-2g-2fx
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet_5628g
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet_5628g-r
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet_5728g-24p
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet_5828g
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet_6710g
http://cve.report/vendor/korenix
http://cve.report/software/korenix/jetnet_6710g-hvdc
http://www.securityfocus.com/bid/101598
https://ics-cert.us-cert.gov/advisories/ICSA-17-299-01
https://www.cve.org/CVERecord?id=CVE-2017-14021
https://nvd.nist.gov/vuln/detail/CVE-2017-14021


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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