CVE-2017-14041

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2017-14041
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-30 22:29:00 UTC
Updated 2021-02-02 19:52:00 UTC
Description A stack-based buffer overflow was discovered in the pgxtoimage function in bin/jp2/convert.c in OpenJPEG 2.2.0. The vuln:
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Uclouvain Openijpeg 2.2.0 All All All
Application Uclouvain Openjpeg 220 All All All

References |
Reference Source Link
stack-based buffer overflow write in pgxtoimage (/convert.c) - Issue #997 - uclouvain/openjpeg - GitHub ~ MISC github.com
pgxtoimage(): fix write stack buffer overflow (#997) - uclouvain/openjpeg@e528531 - GitHub MISC github.com
OpendPEG 'bin/jp2/convert.c' Remote Stack Based Buffer Overflow Vulnerability BID www.securityfocus.con
Debian -- Security Information -- DSA-4013-1 openjpeg?2 DEBIAN www.debian.org
openjpeg: stack-based buffer overflow write in pgxtoimage (convert.c) | agostino's blog MISC blogs.gentoo.org
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
‘ S



https://cve.report/
https://cve.report/CVE-2017-14041/mitre
https://cve.report/CVE-2017-14041/nist
https://cve.report/CVE-2017-14041/cve_org
https://cve.report/CVE-2017-14041.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/uclouvain
http://cve.report/software/uclouvain/openjpeg
http://cve.report/vendor/uclouvain
http://cve.report/software/uclouvain/openjpeg
https://github.com/uclouvain/openjpeg/issues/997
https://github.com/uclouvain/openjpeg/commit/e5285319229a5d77bf316bb0d3a6cbd3cb8666d9
http://www.securityfocus.com/bid/100555
http://www.debian.org/security/2017/dsa-4013
https://blogs.gentoo.org/ago/2017/08/28/openjpeg-stack-based-buffer-overflow-write-in-pgxtoimage-convert-c/
https://www.cve.org/CVERecord?id=CVE-2017-14041
https://nvd.nist.gov/vuln/detail/CVE-2017-14041

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500466 Alpine Linux Security Update for openjpeg

504223 Alpine Linux Security Update for openjpeg
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