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CVE-2017-14063

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssaomvnneLrrumsucnian  Gertain versions of Async—http—client from Asynchttpclient Project
’ contain the following vulnerability:

Async Http Client (aka async-http-client) before 2.0.35 can be tricked
into connecting to a host different from the one extracted by
java.net.URI if a '?' character occurs in a fragment identifier. Similar
bugs were previously identified in cURL (CVE-2016-8624) and Oracle
Java 8 java.net.URL.

CVE-2017-14063 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_ [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | [ HIGH | [ NONE |
CVSS2 Score: SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[ (e

CVE References

Description Tags Link
Pony Mail! / MLIST [tez-issues] 20201021 [jira] [Commented] (TEZ-4237) Upgrade async-http-client-1.¢
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https://cve.report/
https://cve.report/CVE-2017-14063/mitre
https://cve.report/CVE-2017-14063/nist
https://cve.report/CVE-2017-14063/cve_org
https://cve.report/CVE-2017-14063.pdf
http://cve.report/software/asynchttpclient_project/async-http-client
http://cve.report/vendor/asynchttpclient_project
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://lists.apache.org/thread.html/r5f794dc07913c5f2ec08f540813b40e61b562d36f8b1f916e8705c56@%253Cissues.tez.apache.org%253E
https://lists.apache.org/thread.html/rbbad61e1ba5b21e234a6664963618acfee237af754eb20300d938e1e@%253Cissues.tez.apache.org%253E

vy vian:

oss-security - CVE
request: incorrect URL
parsing in async-http-
client <= 2.0.35

Security: AHC can be
tricked into connecting
to a different host -
Issue #1455 -

AsyncHttpClient/async-

http-client - GitHub
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¢ > MISC openwall.com/lists/oss-security/2017/08/31/4

) MISC github.com/AsyncHttpClient/async-http-client/issues/1455

/ MLIST [tez-issues] 20201004 [jira] [Commented] (TEZ-4237) Upgrade async-http-client-1.¢

/ MLIST [tez-issues] 20201110 [jira] [Commented] (TEZ-4237) Upgrade async-http-client-1.¢

/ MLIST [pulsar-commits] 20201215 [GitHub] [pulsar] yanshuchong opened a new issue #89

/ MLIST [tez-issues] 20201009 [jira] [Updated] (TEZ-4237) Upgrade async-http-client-1.9.40

/ MLIST [tez-issues] 20201004 [jira] [Updated] (TEZ-4237) Upgrade async-http-client-1.9.40

/ MLIST [pulsar-commits] 20200924 [GitHub] [pulsar] jiazhai closed issue #8061: CVE-2017-

/ MLIST [tez-issues] 20201002 [jira] [Assigned] (TEZ-4237) Upgrade async-http-client-1.9.4(

/ MLIST [tez-issues] 20201021 [jira] [Updated] (TEZ-4237) Upgrade async-http-client-1.9.40

/ MLIST [tez-issues] 20201014 [jira] [Updated] (TEZ-4237) Upgrade async-http-client-1.9.40

/ MLIST [tez-issues] 20201002 [jira] [Created] (TEZ-4237) Upgrade async-http-client-1.9.40

/ MISC

lists.apache.org/thread.html/rfe55d83e4070bcc9285bbbf6bc39635dbcbbabd14d89aab0f339c¢t

/ MISC

lists.apache.org/thread.html/r0a6b6429a7558051dbb70bd06584b4b1c334a80ec9203d3d39b7

/ MLIST [tez-issues] 20201020 [jira] [Commented] (TEZ-4237) Upgrade async-http-client-1.¢

/ MLIST [tez-dev] 20201002 [jira] [Created] (TEZ-4237) Upgrade async-http-client-1.9.40 du

/ MLIST [tez-issues] 20201005 [jira] [Commented] (TEZ-4237) Upgrade async-http-client-1.¢

/ MLIST [tez-issues] 20201111 [jira] [Commented] (TEZ-4237) Upgrade async-http-client-1.¢

/ MLIST [tez-dev] 20201112 Build failed in Jenkins: Tez-qbt-0.10-Build #12

/ MLIST [pulsar-commits] 20200925 [GitHub] [pulsar] jiazhai closed issue #8061: CVE-2017-


http://openwall.com/lists/oss-security/2017/08/31/4
https://github.com/AsyncHttpClient/async-http-client/issues/1455
https://lists.apache.org/thread.html/r683d78c6d7a15659f2bb82dd4120dab8c45a870eaa7f1a15cce4ed3b@%253Cissues.tez.apache.org%253E
https://lists.apache.org/thread.html/r41a0e2c36f7d1854a4d56cb1e4aa720ef501782d887ece1c9b1e2d60@%253Cissues.tez.apache.org%253E
https://lists.apache.org/thread.html/rd0e44e8ef71eeaaa3cf3d1b8b41eb25894372e2995ec908ce7624d26@%253Ccommits.pulsar.apache.org%253E
https://lists.apache.org/thread.html/r9ea5d489e004b40baf73880c4e11dd4de24b799d15e091e1f4017108@%253Cissues.tez.apache.org%253E
https://lists.apache.org/thread.html/r7879a48644f708be0529bd39f0679ad3ad951f3dc24442878a008fd8@%253Cissues.tez.apache.org%253E
https://lists.apache.org/thread.html/r79d9bab405414af45568c4683386f5e9fd02c10ca87ffa2ee33512dc@%253Ccommits.pulsar.apache.org%253E
https://lists.apache.org/thread.html/rcb46acc25917e01ebecca132e870da9ab935d5796686ed8a2785b026@%253Cissues.tez.apache.org%253E
https://lists.apache.org/thread.html/rc550b8955b37b40fee18db99f167337c41c930d8c3763b9631e01dda@%253Cissues.tez.apache.org%253E
https://lists.apache.org/thread.html/r3df4b7ccc363b4850a24842138117aa4451b875bc4773a845b828fc6@%253Cissues.tez.apache.org%253E
https://lists.apache.org/thread.html/r04b15fd898a6b1612153543375daaa8145a0fd1804ec9fa2e0d95c97@%253Cissues.tez.apache.org%253E
https://lists.apache.org/thread.html/rfe55d83e4070bcc9285bbbf6bc39635dbcbba6d14d89aab0f339c83a@%253Ccommits.tez.apache.org%253E
https://lists.apache.org/thread.html/r0a6b6429a7558051dbb70bd06584b4b1c334a80ec9203d3d39b7045a@%253Ccommits.tez.apache.org%253E
https://lists.apache.org/thread.html/rbc4fbb06ccb10e26e6064f57f6bd4935eabe2d18a0cb9a7183699396@%253Cissues.tez.apache.org%253E
https://lists.apache.org/thread.html/r7046a51116207588e36ca8c2e291327e391dae40712d267117475a98@%253Cdev.tez.apache.org%253E
https://lists.apache.org/thread.html/rfd823a733b02cffbef5a69953fdcbed2d1d0afad5e1ea4e96ff6bf0a@%253Cissues.tez.apache.org%253E
https://lists.apache.org/thread.html/r5b8666c4414500ff6e993bfa69cb6afa19b1b67c4585a045c0c21662@%253Cissues.tez.apache.org%253E
https://lists.apache.org/thread.html/r14a74d204f285dd3a4fa203de6dbb4e741ddb7fdfff7915590e5b3db@%253Cdev.tez.apache.org%253E
https://lists.apache.org/thread.html/re2510852c4a1f635b14b35e5dfd7597076928e723ab08559ede575e0@%253Ccommits.pulsar.apache.org%253E

Pony Mail! / MLIST [tez-issues] 20201020 [jira] [Updated] (TEZ-4237) Upgrade async-http-client-1.9.40

Pony Mail! / MLIST [pulsar-commits] 20200914 [GitHub] [pulsar] kiwilson227 opened a new issue #806

Pony Mail! / MLIST [tez-issues] 20201005 [jira] [Updated] (TEZ-4237) Upgrade async-http-client-1.9.40

Pony Mail! / MLIST [tez-issues] 20201014 [jira] [Commented] (TEZ-4237) Upgrade async-http-client-1.¢

Pony Mail! / MLIST [tez-issues] 20201111 [jira] [Updated] (TEZ-4237) Upgrade async-http-client-1.9.40

Red Hat Customer & REDHAT RHSA-2018:2669
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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Related QID Numbers

981175 Java (maven) Security Update for org.asynchttpclient:async-http-client (GHSA-93jq-6249-4p9p)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Asynchttpclient Project Async-http-client All All All All
Application Asynchttpclient Project Async-http-client All All All All

cpe:2.3:a:asynchttpclient_project:async-http-client:*:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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