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PUBLIC
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MITRE NVD
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CVE Program / NVD first with legacy fallback
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JSON API Print: PDF 1)

In the pjsip channel driver (res_pjsip) in Asterisk 13.x before 13.17.1 and 14.x before 14.6.1, a carefully crafted tel URI in a
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Application Digium Asterisk 14.2.0 All All All
Application Digium Asterisk 14.2.1 All All All
Application Digium Asterisk 14.3.0 All All All
Application Digium Asterisk 14.3.0 rci All All
Application Digium Asterisk 14.3.0 rc2 All All
Application Digium Asterisk 14.3.1 All All All
Application Digium Asterisk 14.4.0 All All All
Application Digium Asterisk 14.4.0 rci All All
Application Digium Asterisk 14.4.0 rc2 All All
Application Digium Asterisk 14.4.0 rc3 All All
Application Digium Asterisk 14.4.1 All All All
Application Digium Asterisk 14.5.0 All All All
Application Digium Asterisk 14.5.0 rcl All All
Application Digium Asterisk 14.5.0 rc2 All All
Application Digium Asterisk 14.6.0 All All All
Application Digium Asterisk 14.6.0 rci All All
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#873909 - asterisk: CVE-2017-14098: AST-2017-007: Remote Crash Vulerability in res_pjsip - Debian Bug report logs

Asterisk Open Source CVE-2017-14098 Denial of Service Vulnerability

Asterisk Input Validation Flaw in 'pjsip_message_ip_updater' Lets Remote Users Cause the Target Service to Crash - SecurityTracker
[ASTERISK-27152] Sending a "tel" uri in a From or To header in an unauthenticated message causes asterisk to crash - Digium/Asterisk JIRA
downloads.asterisk.org/pub/security/AST-2017-007.html

CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710437 Gentoo Linux Asterisk Multiple Vulnerabilities (GLSA 201710-29)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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