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Summary

CVE CVE-2017-14147

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-07 14:29:00 UTC

Updated 2021-07-02 20:20:00 UTC

Description An issue was discovered on FiberHome User End Routers Bearing Model Number AN1020-25 which could allow an attacker to easily restore a router to its factory settings by simply browsing to the link http://[Default-Router-IP]/restoreinfo.cgi & execute it. Due to improper authentication on this page, the software accepts the request hence allowing attacker to reset the router to its default configurations which later could allow attacker to login to router by using default username/password.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Fiberhome Adsl An1020-25 - All All All

Operating System Fiberhome Adsl An1020-25 Firmware - All All All

Hardware Fiberhomegroup Adsl An1020-25 - All All All

Hardware Fiberhomegroup Adsl An1020-25 - All All All

Operating System Fiberhomegroup Adsl An1020-25 Firmware - All All All

Operating System Fiberhomegroup Adsl An1020-25 Firmware - All All All

References

Reference Source Link Tags

FiberHome Unauthenticated ADSL Router Factory Reset ≈ Packet Storm MISC packetstormsecurity.com Exploit, Third Party Advisory, VDB Entry

404 Page not found :: BeeFaauBee — 1.0_Hello Friend! MISC beefaaubee09.github.io

FiberHome ADSL AN1020-25 - Improper Access Restrictions EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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