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Summary

CVE CVE-2017-14160

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-21 14:29:00 UTC

Updated 2021-11-30 22:13:00 UTC

Description The bark_noise_hybridmp function in psy.c in Xiph.Org libvorbis 1.3.5 allows remote attackers to cause a denial of service (out-of-bounds access and application crash) or possibly have unspecified other impact via a crafted mp4 file.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Xiph.org Libvorbis 1.3.5 All All All

Application Xiph.org Libvorbis 1.3.5 All All All

References

Reference Source Link Tags

[SECURITY] [DLA 2828-1] libvorbis security update MLIST lists.debian.org

[SECURITY] [DLA 2013-1] libvorbis security update MLIST lists.debian.org

libvorbis: Multiple vulnerabilities (GLSA 202003-36) — Gentoo security GENTOO security.gentoo.org

Malformed Request BID www.securityfocus.com Third Party Advisory, VDB Entry

oss-security - CVE-2017-14160: libvorbis-1.3.5 bark_noise_hybridmp() integer signedness bug MISC openwall.com Mailing List, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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178913 Debian Security Update for libvorbis (DLA 2828-1)

500328 Alpine Linux Security Update for libvorbis

504092 Alpine Linux Security Update for libvorbis

670490 EulerOS Security Update for libvorbis (EulerOS-SA-2021-2248)

670516 EulerOS Security Update for libvorbis (EulerOS-SA-2021-2274)

670546 EulerOS Security Update for libvorbis (EulerOS-SA-2021-2304)
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