CVE-2017-141/1

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2017-14171
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-07 06:29:00 UTC
Updated 2021-01-05 19:15:00 UTC
Description In libavformat/nsvdec.c in FFmpeg 2.4 and 3.3.3, a DoS in nsv_parse_NSVf_header() due to lack of an EOF (End of File) ¢
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Risk And Classification

Problem Types: CWE-834

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ffmpeg Ffmpeg 3.3.3 All All All
Application Ffmpeg Ffmpeg 3.3.3 All All All

References

Reference Source Link
FFmpeg CVE-2017-14171 Denial of Service Vulnerability BID www.securityfo

avformat/nsvdec: Fix DoS due to lack of eof check in nsvs_file_offset... - FFmpeg/FFmpeg@c24bcb5 - GitHub ~ CONFIRM  github.com

[SECURITY] [DLA 1630-1] libav security update MLIST lists.debian.org
Debian -- Security Information -- DSA-3996-1 ffmpeg DEBIAN www.debian.or
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500897 Alpine Linux Security Update for ffmpeg

502267 Alpine Linux Security Update for ffmpea4


https://cve.report/
https://cve.report/CVE-2017-14171/mitre
https://cve.report/CVE-2017-14171/nist
https://cve.report/CVE-2017-14171/cve_org
https://cve.report/api/cve/CVE-2017-14171.json
https://cve.report/CVE-2017-14171.pdf
http://cve.report/vendor/ffmpeg
http://cve.report/software/ffmpeg/ffmpeg
http://cve.report/vendor/ffmpeg
http://cve.report/software/ffmpeg/ffmpeg
http://www.securityfocus.com/bid/100706
https://github.com/FFmpeg/FFmpeg/commit/c24bcb553650b91e9eff15ef6e54ca73de2453b7
https://lists.debian.org/debian-lts-announce/2019/01/msg00006.html
http://www.debian.org/security/2017/dsa-3996
https://www.cve.org/CVERecord?id=CVE-2017-14171
https://nvd.nist.gov/vuln/detail/CVE-2017-14171
http://cve.report/qid/500897
http://cve.report/qid/502267

504740 Alpine Linux Security Update for ffmpeg

504758 Alpine Linux Security Update for ffmpeg4
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