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Apport through 2.20.7 does not properly handle core dumps from setuid binaries allowing local users to create certain files :
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Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor
Apport Project
Canonical
Canonical
Canonical
Canonical
Canonical
Canonical
Canonical
Canonical
Canonical

Canonical

Product
Apport
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux

Ubuntu Linux

Version

All

14.04

16.04

17.04

17.10

18.04

14.04

16.04

17.04

17.10

18.04

Update Edition
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All

Language
All
All
All
All
All
All
All
All
All
All

All

References

Reference

Ubuntu CVE Tracker

~apport-hackers/apport/trunk : revision 3171

Bug #1726372 “Multiple security issues in Apport” : Bugs : apport package : Ubuntu
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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