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Summary

CVE CVE-2017-14182

State PUBLIC

Assigner psirt@fortinet.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-27 13:29:00 UTC

Updated 2017-10-31 21:13:00 UTC

Description A Denial of Service (DoS) vulnerability in Fortinet FortiOS 5.4.0 to 5.4.5 allows an authenticated user to cause the web GUI to be temporarily unresponsive, via passing a specially crafted payload to the 'params' parameter of the JSON web API.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fortinet Fortios 5.4.0 All All All

Operating System Fortinet Fortios 5.4.1 All All All

Operating System Fortinet Fortios 5.4.2 All All All

Operating System Fortinet Fortios 5.4.3 All All All

Operating System Fortinet Fortios 5.4.4 All All All

Operating System Fortinet Fortios 5.4.5 All All All

Operating System Fortinet Fortios 5.4.0 All All All

Operating System Fortinet Fortios 5.4.1 All All All

Operating System Fortinet Fortios 5.4.2 All All All

Operating System Fortinet Fortios 5.4.3 All All All

Operating System Fortinet Fortios 5.4.4 All All All

Operating System Fortinet Fortios 5.4.5 All All All
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Fortinet FortiOS JSON Web API Flaw Lets Remote Authenticated Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com

FortiOS DoS on webUI through 'params' JSON parameter | FortiGuard CONFIRM fortiguard.com
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code16: Patch your Fortinet - CVE-2017-14182 MISC code610.blogspot.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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