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Summary

CVE CVE-2017-14226

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-09 08:29:00 UTC

Updated 2020-11-09 21:46:00 UTC

Description WP1StylesListener.cpp, WP5StylesListener.cpp, and WP42StylesListener.cpp in libwpd 0.10.1 mishandle iterators, which allows remote attackers to cause a denial of service (heap-based buffer over-read in the WPXTableList class in WPXTable.cpp). This vulnerability can be triggered in LibreOffice before 5.3.7. It may lead to suffering a remote attack against a LibreOffice application.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libreoffice Libreoffice All All All All

Application Libwpd Libwpd 0.10.1 All All All

Application Libwpd Libwpd 0.10.1 All All All

References

Reference Source Link

112269 – There is a heap overflow in libwpd. This vulnerability can be triggered in libreoffice. MISC bugs.documentfoundation.org

WordPerfect Document importer / Code / Commit [0329a9] MISC sourceforge.net

WordPerfect Document importer / Code / Commit [f40827] MISC sourceforge.net

libreoffice/core - main, development code repository MISC cgit.freedesktop.org

WordPerfect Document importer / Tickets / #14 crash with certain wpd MISC sourceforge.net

Bug 1489337 – There is a heap overflow in libwpd. This vulnerability has been triggered in libreoffice. MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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