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Summary

CVE CVE-2017-14244

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-17 19:29:00 UTC

Updated 2021-06-21 18:27:00 UTC

Description An authentication bypass vulnerability on iBall Baton ADSL2+ Home Router FW_iB-LR7011A_1.0.2 devices potentially allows attackers to directly access administrative router settings by crafting URLs with a .cgi extension, as demonstrated by /info.cgi and /password.cgi.

Risk And Classification

Problem Types: CWE-425

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Iball Ib-wra150n - All All All

Operating System Iball Ib-wra150n Firmware fw_ib-lr7011a_1.0.2 All All All

Hardware Iball Wra150n - All All All

Hardware Iball Wra150n - All All All

Operating System Iball Wra150n Firmware fw_ib-lr7011a_1.0.2 All All All

Operating System Iball Wra150n Firmware fw_ib-lr7011a_1.0.2 All All All

References

Reference Source Link

iBall Baton ADSL2+ Home Router, UTStar WA3002G4 ADSL Broadband Modem Authentication Bypass MISC www.techipick.com

iBall ADSL2+ Home Router - Authentication Bypass - Hardware webapps Exploit EXPLOIT-DB www.exploit-db.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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