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CVE CVE-2017-14375
State PUBLIC
Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2017-11-01 01:29:00 UTC
Updated 2021-08-05 14:45:00 UTC

Description EMC Unisphere for VMAX Virtual Appliance (vApp) versions prior to 8.4.0.15, EMC Solutions Enabler Virtual Appliance ver:
i

/ ]

Risk And Classification

Problem Types: CWE-290

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Dell Emc Unisphere All All All All

Application Emc Solutions Enabler All All All All

Application Emc Solutions Enabler All All All All

Application Emc Unisphere All All All All

Application Emc Unisphere All All All All

Application Emc Vasa All All All All

Application Emc Vasa All All All All

Application Emc Vmax Emanagement All All All All

Reference Source
Full Disclosure: ESA-2017-137: EMC VMAX Virtual Appliance (vApp) Authentication Bypass Vulnerability CONFI
Multiple EMC Products CVE-2017-14375 Authentication Bypass Vulnerability BID

EMC Unisphere for VMAX Virtual Appliance Authentication Bypass Lets Remote Users Access the Target System - SecurityTracker SECTF
CVE Program record CVE.O

NVD vulnerability detail NVD

1

B ARR AR AR R AARAA |



https://cve.report/
https://cve.report/CVE-2017-14375/mitre
https://cve.report/CVE-2017-14375/nist
https://cve.report/CVE-2017-14375/cve_org
https://cve.report/api/cve/CVE-2017-14375.json
https://cve.report/CVE-2017-14375.pdf
http://cve.report/vendor/dell
http://cve.report/software/dell/emc_unisphere
http://cve.report/vendor/emc
http://cve.report/software/emc/solutions_enabler
http://cve.report/vendor/emc
http://cve.report/software/emc/solutions_enabler
http://cve.report/vendor/emc
http://cve.report/software/emc/unisphere
http://cve.report/vendor/emc
http://cve.report/software/emc/unisphere
http://cve.report/vendor/emc
http://cve.report/software/emc/vasa
http://cve.report/vendor/emc
http://cve.report/software/emc/vasa
http://cve.report/vendor/emc
http://cve.report/software/emc/vmax_emanagement
http://seclists.org/fulldisclosure/2017/Oct/70
http://www.securityfocus.com/bid/101673
http://www.securitytracker.com/id/1039704
https://www.cve.org/CVERecord?id=CVE-2017-14375
https://nvd.nist.gov/vuln/detail/CVE-2017-14375

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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