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Summary

CVE CVE-2017-14375

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-01 01:29:00 UTC

Updated 2021-08-05 14:45:00 UTC

Description EMC Unisphere for VMAX Virtual Appliance (vApp) versions prior to 8.4.0.15, EMC Solutions Enabler Virtual Appliance versions prior to 8.4.0.15, EMC VASA Virtual Appliance versions prior to 8.4.0.512, and EMC VMAX Embedded Management (eManagement) versions prior to and including 1.4 (Enginuity Release 5977.1125.1125 and earlier) contain an authentication bypass vulnerability that may potentially be exploited by malicious users to compromise the affected system.

Risk And Classification

Problem Types: CWE-290

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dell Emc Unisphere All All All All

Application Emc Solutions Enabler All All All All

Application Emc Solutions Enabler All All All All

Application Emc Unisphere All All All All

Application Emc Unisphere All All All All

Application Emc Vasa All All All All

Application Emc Vasa All All All All

Application Emc Vmax Emanagement All All All All

References

Reference Source

Full Disclosure: ESA-2017-137: EMC VMAX Virtual Appliance (vApp) Authentication Bypass Vulnerability CONFIRM

Multiple EMC Products CVE-2017-14375 Authentication Bypass Vulnerability BID

EMC Unisphere for VMAX Virtual Appliance Authentication Bypass Lets Remote Users Access the Target System - SecurityTracker SECTRACK

CVE Program record CVE.ORG
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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