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Summary

CVE CVE-2017-14385

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-20 23:29:00 UTC

Updated 2018-01-12 19:30:00 UTC

Description An issue was discovered in EMC Data Domain DD OS 5.7 family, versions prior to 5.7.5.6; EMC Data Domain DD OS 6.0 family, versions prior to 6.0.2.9; EMC Data Domain DD OS 6.1 family, versions prior to 6.1.0.21; EMC Data Domain Virtual Edition 2.0 family, all versions; EMC Data Domain Virtual Edition 3.0 family, versions prior to 3.0 SP2 Update 1; and EMC Data Domain Virtual Edition 3.1 family, versions prior to 3.1 Update 2. EMC Data Domain DD OS contains a memory overflow vulnerability in SMBv1 which may potentially be exploited by an unauthenticated remote attacker. An attacker may completely shut down both the SMB service and active directory authentication. This may also allow remote code injection and execution.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Emc Data Domain 2.0 All All All

Operating System Emc Data Domain 3.0 All All All

Operating System Emc Data Domain 3.0 sp2 All All

Operating System Emc Data Domain 3.1 update_2 All All

Operating System Emc Data Domain 2.0 All All All

Operating System Emc Data Domain 3.0 All All All

Operating System Emc Data Domain 3.0 sp2 All All

Operating System Emc Data Domain 3.1 update_2 All All

Operating System Emc Data Domain Os All All All All

Operating System Emc Data Domain Os All All All All
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EMC Data Domain SMB1 Memory Overflow Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytracker.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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