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Summary

CVE CVE-2017-14387

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-20 23:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description The NFS service in EMC Isilon OneFS 8.1.0.0, 8.0.1.0 - 8.0.1.1, and 8.0.0.0 - 8.0.0.4 maintains default NFS export settings (including the NFS export security flavor for authentication) that can be leveraged by current and future NFS exports. This NFS service contained a flaw that did not properly propagate changes made to the default security flavor to all new and existing NFS exports that are configured to use default NFS export settings and that are mounted after those changes are made. This flaw may potentially allow NFS clients to access affected NFS exports using the default and potentially weaker security flavor even if a more secure one was selected to be used by the OneFS administrator, aka an "NFS Export Security Setting Fallback Vulnerability."

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Emc Isilon Onefs 8.0.0.0 All All All

Operating System Emc Isilon Onefs 8.0.0.1 All All All

Operating System Emc Isilon Onefs 8.0.0.2 All All All

Operating System Emc Isilon Onefs 8.0.0.3 All All All

Operating System Emc Isilon Onefs 8.0.0.4 All All All

Operating System Emc Isilon Onefs 8.0.1.0 All All All

Operating System Emc Isilon Onefs 8.0.1.1 All All All

Operating System Emc Isilon Onefs 8.1.0.0 All All All

Operating System Emc Isilon Onefs 8.0.0.0 All All All

Operating System Emc Isilon Onefs 8.0.0.1 All All All

Operating System Emc Isilon Onefs 8.0.0.2 All All All

Operating System Emc Isilon Onefs 8.0.0.3 All All All

Operating System Emc Isilon Onefs 8.0.0.4 All All All

Operating System Emc Isilon Onefs 8.0.1.0 All All All

Operating System Emc Isilon Onefs 8.0.1.1 All All All

Operating System Emc Isilon Onefs 8.1.0.0 All All All
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References

Reference Source Link

EMC Isilon OneFS CVE-2017-14387 Security Bypass Vulnerability BID www.securityfocus.com

Full Disclosure: ESA-2017-161: EMC Isilon OneFS NFS Export Security Setting Fallback Vulnerability CONFIRM seclists.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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