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CVE CVE-2017-14482
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-14 16:29:00 UTC
Updated 2019-10-03 00:03:00 UTC
Description GNU Emacs before 25.3 allows remote attackers to execute arbitrary code via email with crafted "Content-Type: text/enrich
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Gnu Emacs All All All All

References |
Reference Source Link Tags
#28350 - CVE-2017-14482: enriched.el code execution - GNU bug report logs CONFIRM  debbugs.gnu.org Issue Tracking, Mailing
emacs.git - Emacs source repository CONFIRM git.savannah.gnu.org Issue Tracking, Patch, T
GNU Emacs - GNU Project CONFIRM  www.gnu.org Release Notes, Vendor
Red Hat Customer Portal REDHAT  access.redhat.com
Debian -- Security Information -- DSA-3970-1 emacs24 DEBIAN www.debian.org Third Party Advisory
oss-security - GNU Emacs 25.2 enriched text remote code execution CONFIRM  www.openwall.com Mailing List, Patch, Thir
Debian -- Security Information -- DSA-3975-1 emacs25 DEBIAN www.debian.org
GNU Emacs: Command injection (GLSA 201801-07) — Gentoo Security GENTOO  security.gentoo.org
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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https://cve.report/
https://cve.report/CVE-2017-14482/mitre
https://cve.report/CVE-2017-14482/nist
https://cve.report/CVE-2017-14482/cve_org
https://cve.report/CVE-2017-14482.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/gnu
http://cve.report/software/gnu/emacs
https://debbugs.gnu.org/cgi/bugreport.cgi?bug=28350
https://git.savannah.gnu.org/cgit/emacs.git/commit/?h=emacs-25&id=9ad0fcc54442a9a01d41be19880250783426db70
https://www.gnu.org/software/emacs/index.html#Releases
https://access.redhat.com/errata/RHSA-2017:2771
https://www.debian.org/security/2017/dsa-3970
http://www.openwall.com/lists/oss-security/2017/09/11/1
http://www.debian.org/security/2017/dsa-3975
https://security.gentoo.org/glsa/201801-07
https://www.cve.org/CVERecord?id=CVE-2017-14482
https://nvd.nist.gov/vuln/detail/CVE-2017-14482

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

378266 Virtuozzo Linux Security Update for emacs-common (VZLSA-2017:2771)

710316 Gentoo Linux GNU Emacs Command injection Vulnerability (GLSA 201801-07)
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