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Summary

CVE CVE-2017-14517

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-17 23:29:00 UTC

Updated 2019-01-18 11:29:00 UTC

Description In Poppler 0.59.0, a NULL Pointer Dereference exists in the XRef::parseEntry() function in XRef.cc via a crafted PDF document.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Freedesktop Poppler 0.59.0 All All All

Application Freedesktop Poppler 0.59.0 All All All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-4079-1 poppler DEBIAN www.debian.org

102687 – NULL pointer dereference vulnerability in poppler 0.59.0 XRef.cc XRef::parseEntry() CONFIRM bugs.freedesktop.org Exploit, Third Party Advisory

Poppler CVE-2017-14517 Denial of Service Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296090 Oracle Solaris 11.4 Support Repository Update (SRU) 5.1.3 Missing (CPUJAN2019)
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http://cve.report/qid/296090
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