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Summary

CVE CVE-2017-14524

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-28 01:29:00 UTC

Updated 2017-10-06 15:28:00 UTC

Description Multiple open redirect vulnerabilities in OpenText Documentum Administrator 7.2.0180.0055 allow remote attackers to redirect users to arbitrary web sites and conduct phishing attacks via a (1) URL in the startat parameter to xda/help/en/default.htm or (2) /%09/ (slash encoded horizontal tab slash) followed by a domain in the redirectUrl parameter to xda/component/virtuallinkconnect.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Opentext Documentum Administrator 7.2.0180.0055 All All All

Application Opentext Documentum Administrator 7.2.0180.0055 All All All

Application Opentext Documentum Webtop 6.8.0160.0073 All All All

Application Opentext Documentum Webtop 6.8.0160.0073 All All All

References

Reference Source Link Tags

OpenText Connect CONFIRM knowledge.opentext.com Permissions Required, Vendor Advisory

Full Disclosure: OpenText Documentum Administrator and Webtop - Open Redirection FULLDISC seclists.org Issue Tracking, Mailing List, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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