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Summary

CVE CVE-2017-14535

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-16 04:29:00 UTC

Updated 2022-02-19 04:29:00 UTC

Description trixbox 2.8.0.4 has OS command injection via shell metacharacters in the lang parameter to /maint/modules/home/index.php.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netfortris Trixbox 2.8.0.4 All All All

Application Netfortris Trixbox 2.8.0.4 All All All

References

Reference Source Link Tags

Sachin Wagh na Twitterze: "https://t.co/kzYr3HAoqi" MISC twitter.com Third Party Advisory

Trixbox 2.8.0.4 Remote Code Execution ≈ Packet Storm MISC packetstormsecurity.com

Exploits/CVE-2017-14535-Exploit at main · Hacker5preme/Exploits · GitHub MISC github.com

TrixBox OS Command Injection Vulnerability [CVE-2017-14535] MISC www.linkedin.com Exploit, Third Party Advisory

TrixBox OS Command Injection Vulnerability [CVE-2017-14535] | Information Security MISC secur1tyadvisory.wordpress.com Exploit, Third Party Advisory

Trixbox CVE-2017-14535 OS Command Injection Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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