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Summary

CVE CVE-2017-1459

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-10 17:29:00 UTC

Updated 2020-10-27 11:37:00 UTC

Description IBM Security Access Manager Appliance 8.0.0 and 9.0.0 specifies permissions for a security-critical resource in a way that allows that resource to be read or modified by unintended actors. IBM X-Force ID: 128378.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Ibm Security Access Manager 9.0 Firmware All All All All

Operating System Ibm Security Access Manager 9.0 Firmware All All All All

Application Ibm Security Access Manager For Mobile All All All All

Application Ibm Security Access Manager For Mobile All All All All

Hardware Ibm Security Access Manager For Mobile Appliance 8.0 All All All

Hardware Ibm Security Access Manager For Mobile Appliance 8.0 All All All

Operating System Ibm Security Access Manager For Web 8.0 Firmware All All All All

Operating System Ibm Security Access Manager For Web 8.0 Firmware All All All All

Hardware Ibm Security Access Manager For Web Appliance 8.0 All All All

Hardware Ibm Security Access Manager For Web Appliance 8.0 All All All
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Security Bulletin: IBM Security Access Manager Appliance is affected by a vulnerability (CVE-2017-1459)
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CVE Program record

https://cve.report/
https://cve.report/CVE-2017-1459/mitre
https://cve.report/CVE-2017-1459/nist
https://cve.report/CVE-2017-1459/cve_org
https://cve.report/CVE-2017-1459.pdf
http://cve.report/vendor/ibm
http://cve.report/software/ibm/security_access_manager_9.0_firmware
http://cve.report/vendor/ibm
http://cve.report/software/ibm/security_access_manager_9.0_firmware
http://cve.report/vendor/ibm
http://cve.report/software/ibm/security_access_manager_for_mobile
http://cve.report/vendor/ibm
http://cve.report/software/ibm/security_access_manager_for_mobile
http://cve.report/vendor/ibm
http://cve.report/software/ibm/security_access_manager_for_mobile_appliance
http://cve.report/vendor/ibm
http://cve.report/software/ibm/security_access_manager_for_mobile_appliance
http://cve.report/vendor/ibm
http://cve.report/software/ibm/security_access_manager_for_web_8.0_firmware
http://cve.report/vendor/ibm
http://cve.report/software/ibm/security_access_manager_for_web_8.0_firmware
http://cve.report/vendor/ibm
http://cve.report/software/ibm/security_access_manager_for_web_appliance
http://cve.report/vendor/ibm
http://cve.report/software/ibm/security_access_manager_for_web_appliance
https://exchange.xforce.ibmcloud.com/vulnerabilities/128378
http://www.ibm.com/support/docview.wss?uid=swg22012331
http://www.securitytracker.com/id/1040170
https://www.cve.org/CVERecord?id=CVE-2017-1459


NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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